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Risk based code coverage analysis

| do:

1. Deliver Jira.
2. Organise Agile & Automation Days.
3. Teach developers quality engineering.
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Risk based code coverage analysis

I'm interested in:

1. Scaling best practices.
2. Development productivity.

3. Continuous deployment.

f® SPARTEZ @BartSzulc




. Y













A

Y %"; §4 '\I ﬁ'ii‘i?g 'ua,i - Aii 4 .i -i'-w.ﬁ@-;?




Risk based code coverage analysis

What I'm going to talk about.

1. Risk.

2. Tests.

3. You need, but don’t have.
4. You don't need, but have.
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Risk based code coverage analysis

What I'm NOT going to talk about.

1. Code coverage.

2. What it is.

3. What types there are.
4. What tools there are.

5. All the problems with it.
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Standard Code Coverage
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com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...

covered line

method_name line_number test_type

start
start
start
start
start
start
start
start
start
start

62 unit
62 func
62 func
62 func
62 func
62 func
62 func
62 func
62 func
62 func

covered method

Risk based code coverage analysis

test method/case
type of test

test_suite test_case
com.atlassian.jira.issue.attachment.store.media.sync.Testjir... shouldCreateClientinUnicorn
com.atlassian.jira.webtests.ztests.email. TestBulkDeletelssue... testBulkDeleteNotifications
com.atlassian.jira.webtests.ztests.issue.TestWikiRendererXSS testCodeMacro
com.atlassian.jira.webtests.ztests.email.TestBulkDeletelssue... testBulkDeleteSubtaskNoNotifications
com.atlassian.jira.webtests.ztests.issue.TestLabelsFormats testBulkOperations
com.atlassian.jira.webtests.ztests.email. TestBulkDeletelssue... testBulkDeleteNoNoEmatifications
com.atlassian.jira.webtests.ztests.misc.TestDatabaseSetup testAll
com.atlassian.jira.webtests.ztests.email.TestBulkDeletelssue... testBulkDeleteSubtaskNotifications
com.atlassian.jira.webtests.ztests.bulk. TestBulkTransition testBulkTransitionDuplicateWorkflows
com.atlassian.jira.webtests.ztests.issue.TestLabelsFormats testissueNav

test class/suite
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Risk based code coverage analysis

missing coverage
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Risk Based Coverage
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string SiNP¥:
int ilength, 1N;
dOUb]-e dblTem[);
bool again = e

while (again) {



80% * 500k lines



20% * 500k lines



100 000
lines of code without a
single test
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Risk based code coverage analysis

$ git log —--since='last 24 months' --oneline —-follow "% s W S e
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2983145 IDEV-31166 S S S S B 0 0 e T s e e e
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bb7bdd4
f996644
d504ec6
a7f23eb
a34460a
eee9a2f
f0195f4
2983145
e51f765
5517573
97466e8

$ git log --since='last 24 months' --oneline —--follow = = =

IVC-347 Gummmit . .
DEBT-7: =+

DEBT-7: G - . . -

DEBT-7:
DEBT-7:
[MON-37]
[MON-37] =
JDEV-31166
JDEV-31166

JDEV-31166
JDEV-31166

Tests in Space / TIS-8
Faulty low-pressure oxidizer turbopump

# Edit ] Comment Assign | More ~ Start Progress = Done  Start Review

Description
Faulty low-pressure oxidizer turbopump

Test Coverage

< Check the durability of the high-pressure fuel | Smoke | | Regression || TuRsoPUMP | [EGI=2) (2hom
¥ Check the stability of the low-pressure oxidizer turbopump Functional || IGNITER | (RGNS (Shiom
Smoke || VALVES 1h30m

w Ensure the axial-flow pump is enabled

Test Runs

TIS-8 - Faulty low-pr . 10/02/2015 | m— 0%

Impacted Test Results

¥ Check the durability of the high-pressure fuel turbopump (with steps)

Activity
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Risk based code coverage analysis

Votes:

Watchers:
@ Stop watching this issue

Dates
Created:
25/Apr/15 6:30 PM

Updated
Just now

Agile
View on Board

HipChat discussions.

Do you want to discuss this issue? Connect to HipChat.

@BartSzulc
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Risk based code coverage analysis

{B
"name": "customer bugs",
"tracker":"jac",
"project":"JRA",
"issue_type":"Bug",
"score":50.0

},

18
"name": "blocking pipeline
"tracker":"jdog",
"project":"JDEV",
"issue_type":"Bug",
"priority"”:"Blocker",
"score":100.0

},

{8

"name": "non blocking pipe
"tracker":"jdog",
"project":"JDEV",
"issue_type":"Bug",
"score":50.0

}
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N bug points / M days
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commit frequency bug score
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BP =BS /CF

BP bug probability
CF commit frequency
BS bug score
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Risk based code coverage analysis

class VeryImportantClass {

void doVeryImportantStuff() {
System.out.println("doing very important stuff");
¥

}
public class NotSoImportantClass {
private final VeryImportantClass importantClass;

public NotSoImportantClass(VeryImportantClass importantClass) {
this.importantClass = importantClass;
}

void process() {
importantClass.doVeryImportantStuff();
}
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Risk based code coverage analysis

class VeryImportantClass {

void doVeryImportantStuff() {
System.out.println("doing very important stuff");
}

Find Usages of doVerylmportantStuff() in Project Files
B ¥ 7 Method
m o doVerylmportantStuff()
e v Found usages 2 usages
(w) v [JProduction 2 usages
@) v Unclassified usage 2 usages
v [Jexample-code-for-presentation-delete 2 usages
v [EJcom.example 2 usages

s
v

e lol 4 % X
®

v v (© & NotSolmportantClass 1 usage
o v @ o process() 1 usage
» » (© & ThinkingltlsimportantButitisNotClass 1 usage
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Risk based code coverage analysis

= features

users
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instancel
instancel
instance?
instance3
instanced
instance?
instance4

bob
bob
kate
eli
ann
John
ann

GET
GET
PUT
DELETE
GET
DELETE
GET

/resourcel
/resourcel
/resource?2
/resource?
/resource?3
/resourceb
/resource3l

Risk based code coverage analysis
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Risk based code coverage analysis

GET /feature/process

@Path("feature")
public class VeryPopularBusinessFeature {

@GET
@Path("process")
public String process() {

return "Very important processing result";

}
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dependant users
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R = BP * (DM + DU)

R risk

BP bug probability

DM dependent methods

DU dependent unique users

& SPARTEZ @BartSzuIc



R = CF(1+0.5BP) * (0.3DM + 0.7DU)

R risk

CF commit frequency

BP bug probability

DM dependent methods

DU dependent unique users
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Risk based code coverage analysis
bart’s test coverage efficiency

-~ coverage
trendline

coverage

0 0.2 0.4 0.6 0.8 1
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Are there high risk
methods with 0%
statement coverage?
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Yes! ~10 methods in
risk’'s 95th percentile
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Are there high risk
methods without 100%
statement coverage?
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Yes! ~50 methods in
risk’'s 95th percentile
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Are there high risk
methods without at least
one integration test?



Yes! ~200 methods in
risk’'s 95th percentile
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Risk based code coverage analysis

Thoughts, out of nowhere.

1. Dead code. Unused by remaining code.

2. Dead features. Unused by users.

3. Dead tests. Checking dead code and/or dead features.
4. Improvements in test execution. Run only relevant tests.
5. Better understanding of quality of tests.

f® SPARTEZ @BartSzulc




How good are your tests?



Risk based code coverage analysis

25k

20k

15k

tests

10k

5k

0 1000 2000 3000 4000 5000

covered methods
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Risk based code coverage analysis

3000
9 2000
n
9
1000
0 - R J_
0 1000 2000 3000 4000 5000

covered methods
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Do | need to run all tests?



covered class

*

class_name
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com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...
com.atlassian.jira.issue.attachment.s...

covered line

method_name line_number test_type

start
start
start
start
start
start
start
start
start
start

62 unit
62 func
62 func
62 func
62 func
62 func
62 func
62 func
62 func
62 func

covered method

Risk based code coverage analysis

test method/case
type of test

test_suite test_case
com.atlassian.jira.issue.attachment.store.media.sync.Testjir... shouldCreateClientinUnicorn
com.atlassian.jira.webtests.ztests.email. TestBulkDeletelssue... testBulkDeleteNotifications
com.atlassian.jira.webtests.ztests.issue.TestWikiRendererXSS testCodeMacro
com.atlassian.jira.webtests.ztests.email.TestBulkDeletelssue... testBulkDeleteSubtaskNoNotifications
com.atlassian.jira.webtests.ztests.issue.TestLabelsFormats testBulkOperations
com.atlassian.jira.webtests.ztests.email. TestBulkDeletelssue... testBulkDeleteNoNoEmatifications
com.atlassian.jira.webtests.ztests.misc.TestDatabaseSetup testAll
com.atlassian.jira.webtests.ztests.email.TestBulkDeletelssue... testBulkDeleteSubtaskNotifications
com.atlassian.jira.webtests.ztests.bulk. TestBulkTransition testBulkTransitionDuplicateWorkflows
com.atlassian.jira.webtests.ztests.issue.TestLabelsFormats testissueNav

test class/suite
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Risk based code coverage analysis

Irest/api/1.0/projects/{projectKey}/repos/{repositorySlug}/commits/{commitld}/diff

RESOURCE-WIDE TEMPLATE PARAMETERS

parameter value description
commitid string
METHODS
GET

IREST/API/1.0/PROJECTS/{PROJECTKEY}/REPOS/{REPOSITORYSLUG}/COMMITS/{COMMITID}/DIFF?
CONTEXTLINES&SINCE&SRCPATH&WHITESPACE&WITHCOMMENTS

This API can also be invoked via a user-centric URL when addressing repositories in personal projects.
Retrieve the diff between two provided revisions.

Note: This resource is currently not paged. The server will internally apply a hard cap to the streamed lines, and it is not possible to request
subsequent pages if that cap is exceeded. In the event that the cap is reached, the diff will be cut short and one or more truncated flags will be
set to true on the segments, hunks and diffs substructures in the returned JSON response.

The authenticated user must have REPO_READ permission for the specified repository to call this resource.
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splunk App: Search & Reporting v Bartosz Szulcvv  Messagesv  Settingsv  Activityv  Helpv Find

Search Datasets Reports Alerts Dashboards Search & Repo

tia Edit Export v
branch name

Last 30 days v issue/* Hide Filters

affected branches

14

total saved tests average saved tests average efficiency median saved tests median efficiency

total saved time average saved time [s] average efficiency median saved time [s] median efficiency
2,377,231 | 6,980 039 8,55 020

number of tests

branch_name standard_tests tia_tests saved_tests tia_efficien

issue/JSDUM-692-revert 5419.000000 10.000000 5409.000000

issue/none-fix-agile-startup-for-JSD-tests 5350.000000 10.000000 5340.000000
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splunk> epor

Search  Datasets  Reports  Alets  Dashboards

Test Impact Analysis
testiype

Last 14 days v platform restapi

affected branches

run all to run something

true

avgalltests

5,892

avg test duration [mins]

512

saved tests over time

7,500
5,000

2,500

TueAug28  WedAug29 ThuAug30  FriAug 31
2018

saved duration over time

40,000

30,000

20,000

10,000

TueAug28  WedAug29 ThuAug30  FriAug 31
2018

About  Support  FlleaBug  Documentation  Privacy Policy

branch name

Find

Search & Reporting

o[ (petom o OF e s

339

QL i D

run all reasons

false

avg saved tests

1,854

avg saved time [mins]

149

SatSepl  SunSep2  MonSep3  TueSep4  WedSepS

_time

SatSepl  Sunsep2  MonSep3  TueSepd  WedSeps

_time,

\ propertiess.

“pom.xmis

\sals

\xamls

avg saved tests [ratio]

31%

avg saved time [ratio]

29 %

ia_tes
I master_tests

ThuSeps  FriSep7 SatSep8  SunSepd  MonSep 10

I tia_duration
master_duration

ThuSep§  FriSep7  SatSep8  SunSep9  MonSep 10

© 20052018 Splunk Inc. Al rights reserved
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Risk based code coverage analysis

| essons learnt.

1. Test coverage alone is not very useful.

2. Understanding business and technical perspective helps derive conclusions.
3. Less test coverage isn't necessary a bad thing.

4. In fact, in some cases, less test coverage might be good.

5. Coverage enables test impact analysis.

6. My brain hurts after statistics... and probably so does yours.
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Thank you!
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Risk based code coverage analysis

Image credits

https://commons.wikimedia.org/wiki/File:2012-08-30_pano_gdansk_sm2.jpg (Creative Commons 3.0)
http://www.publicdomainpictures.net/view-image.php?image=27064&picture=construction-zone (Public Domain)
https://www.flickr.com/photos/skuds/3781599677 (Creative Commons 2.0)

https://pixabay.com/en/dna-dns-biology-genetic-material-1388696/ (Creative Commons/Public Domain)
https://commons.wikimedia.org/wiki/File:The_pyramid_of_khafre.jpg (Creative Commons 3.0)
https://pixabay.com/en/source-code-code-programming-c-583537/ (Creative Commons/Public Domain)
http://popicok.deviantart.com/art/Risky-place-274701619 (Creative Commons)

https://www.flickr.com/photos/pauliantero/4685925036 (Creative Commons)
https://commons.wikimedia.org/wiki/File:TeamTimeCar.com-BTTF_DeLorean_Time_Machine-OtoGodfrey.com-JMortonPhoto.com-04.jpg (Creative Commons)
https://commons.wikimedia.org/wiki/File:JIRA.png (Public Domain)

https://www.flickr.com/photos/drphotomoto/10410956343 (Creative Commons)

https://commons.wikimedia.org/wiki/File:Insect_collage.png (Creative Commons 3.0)

https://www.flickr.com/photos/finizio/183975129 (Creative Commons)

https://commons.wikimedia.org/wiki/File:Explosion-155624_icon.svg (Creative Commons)
http://www.publicdomainpictures.net/view-image.php?image=33211&picture=lady-bug-clip-art (Public Domain)
https://commons.wikimedia.org/wiki/File:A_view_of_the_yellow_repository_at_The_National_Archives.jpg (Creative Commons)
https://pixabay.com/en/database-data-storage-information-309919/ (Creative Commons)

https://www.flickr.com/photos/slworking/8611316142 (Creative Commons)

https://pixabay.com/en/business-suit-business-man-690048/ (Creative Commons/Public Domain)
https://commons.wikimedia.org/wiki/File:Flickr_-_moses_namkung_-_The_Crowd_For_DMB_1.jpg (Creative Commons 2.0)
https://commons.wikimedia.org/wiki/File:Huge_collection_of_tools_in_a_store_in_Chloride,_a_ghost_town_in_New_Mexico,_USA_-_July_2013.jpg (Creative Commons 2.0)
https://commons.wikimedia.org/wiki/File:Tools.svg (Creative Commons)

https://commons.wikimedia.org/wiki/File:User_icon_2.svg (Public Domain)

https://en.wikipedia.org/wiki/File:User_icon_1.svg (Public Domain)

http://i.ytimg.com/vi/zoDP_nhc0tU/hqdefault.jpg (Citation)

https://www.pexels.com/photo/numbers-time-watch-white-1778/ (Creative Commons)
https://commons.wikimedia.org/wiki/File:WH_Situation_Room_-_many_conversations.jpg (Public Domain)
https://en.wikipedia.org/wiki/Galaxy@BartSzulc/media/File:NGC_4414_(NASA-med).jpg (Public Domain)
https://www.flickr.com/photos/torley/14999534034 (Creative Commons)
https://commons.wikimedia.org/wiki/File:US_Navy_050510-N-4309A-114_Hull_Maintenance_Technician_2nd_Class_Carl_Harris_inspects_the_remaining_high_explosive_material_from_a_disrupted_improvised_explosive_device_during_a_t
raining_exercise_in_Bahrain.jpg (Public Domain)

https://www.flickr.com/photos/amuderick/46246205 (Creative Commons)
https://commons.wikimedia.org/wiki/File:Dominator_(Kings_Dominion)_13_Descente_finale_(crop).jpg (Creative Commons)
https://www.flickr.com/photos/kgrocki/4098972642 (Creative Commons)
https://en.wikipedia.org/wiki/Gda%C5%84sk@BartSzulc/media/File:Calle_Dlugie_Pobrzeze,_Gdansk,_Polonia,_2013-05-20,_DD_06.jpg (Creative Commons)
https://pixabay.com/en/columns-greek-roman-three-ancient-295498/ (Creative Commons)

f® SPARTEZ




